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CHAPTER 1

Trade-Offs in Data Systems Architecture

There are no solutions; there are only trade-offs. […] But you try to get the best trade-off you
can get, and that’s all you can hope for.

—Thomas Sowell, interview with Fred Barnes (2005)

Data is central to much application development today. With web and mobile apps,
software as a service (SaaS), and cloud services, it has become normal to store data
from many different users in a shared server-based data infrastructure. Data from
user activity, business transactions, devices, and sensors needs to be stored and made
available for analysis. As users interact with an application, they both read the data
that is stored and generate more data.

Small amounts of data, which can be stored and processed on a single machine, are
often fairly easy to deal with. However, as the data volume or the rate of queries
grows, it needs to be distributed across multiple machines, which introduces many
challenges. As the needs of the application become more complex, it is no longer
sufficient to store everything in one system, and it might be necessary to combine
multiple storage or processing systems that provide different capabilities.

We call an application data-intensive if data management is one of the primary
challenges in developing the application [1]. While in compute-intensive systems the
challenge is parallelizing a very large computation, in data-intensive applications we
usually worry more about things like storing and processing large data volumes,
managing changes to data, ensuring consistency in the face of failures and concur‐
rency, and making sure services are highly available.
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Such applications are typically built from standard building blocks that provide
commonly needed functionality. For example, many applications need to do the
following:

• Store data so that they, or another application, can find it again later (databases)•
• Remember the result of an expensive operation, to speed up reads (caches)•
• Allow users to search data by keyword or filter it in various ways (search indexes)•
• Handle events and data changes as soon as they occur (stream processing)•
• Periodically crunch a large amount of accumulated data (batch processing)•

In building an application we typically take several software systems or services, such
as databases or APIs, and glue them together with application code. If you are doing
exactly what the data systems were designed for, this process can be quite easy.

However, as your application becomes more ambitious, challenges arise. There are
many database systems with different characteristics, suitable for different purposes—
how do you choose which one to use? There are various approaches to caching,
several ways of building search indexes, and so on—how do you reason about their
trade-offs? You need to figure out which tools and which approaches are the most
appropriate for the task at hand, and it can be difficult to combine tools when you
need to do something that a single tool cannot do alone.

This book is a guide to help you make decisions about which technologies to use and
how to combine them. As you will see, no one approach is fundamentally better than
others; everything has pros and cons. With this book, you will learn to ask the right
questions to evaluate and compare data systems so that you can figure out which
approach will best serve the needs of your particular application.

We will start our journey by looking at some of the ways that data is typically used
in organizations today. Many of the ideas here have their origin in enterprise software
(i.e., the software needs and engineering practices of large organizations, such as
big corporations and governments), since historically, only large organizations had
the large data volumes that required sophisticated technical solutions. If your data
volume is small enough, you can simply keep it in a spreadsheet! However, more
recently it has also become common for smaller companies and startups to manage
large data volumes and build data-intensive systems.

One of the key challenges with data systems is that different people need to do very
different things with data. If you are working at a company, you and your team will
have one set of priorities, while another team may have entirely different goals, even
though you might be working with the same dataset! Moreover, those goals might
not be explicitly articulated, which can lead to misunderstandings and disagreement
about the right approach.

2 | Chapter 1: Trade-Offs in Data Systems Architecture



To help you understand your choices, this chapter compares several contrasting
concepts and explores their trade-offs. We will consider the following topics:

• The difference between operational and analytical systems (“Operational Versus•
Analytical Systems” on page 3)

• The pros and cons of cloud services and self-hosted systems (“Cloud Versus•
Self-Hosting” on page 12)

• When to move from single-node systems to distributed systems (“Distributed•
Versus Single-Node Systems” on page 19)

• Balancing the needs of the business and the rights of the user (“Data Systems,•
Law, and Society” on page 23)

This chapter also defines terminology that you will need for the rest of the book.

Terminology: Frontends and Backends
Much of what we will discuss in this book relates to backend development. To explain
that term: for web applications, the client-side code (which runs in a web browser) is
called the frontend, and the server-side code that handles user requests is known as
the backend. Mobile apps are similar to frontends in that they provide user interfaces,
which often communicate over the internet with a server-side backend. Frontends
sometimes manage data locally on the user’s device [2], but the greatest data infra‐
structure challenges commonly lie in the backend: a frontend needs to handle only
one user’s data, whereas the backend manages data on behalf of all the users.

A backend service is often reachable via HTTP (or sometimes WebSocket); it usually
consists of application code that reads and writes data in one or more databases and
sometimes interfaces with additional data systems, such as caches or message queues
(which we might collectively call data infrastructure). The application code is often
stateless (i.e., when it finishes handling one HTTP request, it forgets everything about
that request), and any information that needs to persist from one request to another
needs to be stored either on the client or in the server-side data infrastructure.

Operational Versus Analytical Systems
If you are working on data systems in an enterprise, you are likely to encounter
several different types of people who work with data. The first type are backend
engineers who build services that handle requests for reading and updating data; these
services often serve external users, either directly or indirectly via other services (see
“Microservices and Serverless” on page 21). Sometimes services are for internal use
by other parts of the organization.
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In addition to the teams managing backend services, two other groups of people
typically require access to an organization’s data: business analysts, who generate
reports about the activities of the organization to help management make better
decisions (business intelligence, or BI), and data scientists, who look for novel insights
in data or who create user-facing product features that are enabled by data analysis
and machine learning (ML)/AI (e.g., “people who bought X also bought Y" recom‐
mendations on an ecommerce website, predictive analytics such as risk scoring or
spam filtering, and ranking of search results).

Although business analysts and data scientists tend to use different tools and operate
in different ways, they have some practices in common. First, both perform analytics,
which means they look at the data that the users and backend services have generated.
Second, they generally do not modify this data (except perhaps for fixing mistakes),
although they might create derived datasets in which the original data has been
processed in some way.

This has led to a split between two types of systems—a distinction that we will use
throughout this book:

• Operational systems consist of the backend services and data infrastructure where•
data is created—for example, by serving external users. Here, the application
code both reads and modifies the data in its databases, based on the actions
performed by the users.

• Analytical systems serve the needs of business analysts and data scientists. They•
contain a read-only copy of the data from the operational systems, and they are
optimized for the types of data processing that are needed for analytics.

As we shall see in the next section, operational and analytical systems are often kept
separate, for good reasons. As these systems have matured, two new specialized roles
have emerged: data engineers and analytics engineers. Data engineers are the people
who know how to integrate the operational and analytical systems and who take
responsibility for the organization’s data infrastructure more widely [3]. Analytics
engineers model and transform data to make it more useful for the business analysts
and data scientists in an organization [4].

Many engineers specialize in either the operational or the analytical side. However,
this book covers both operational and analytical data systems, since both play an
important role in the lifecycle of data within an organization. We will explore in
depth the data infrastructure that is used to deliver services to both internal and
external users so that you can work better with your colleagues on the other side of
this divide.

4 | Chapter 1: Trade-Offs in Data Systems Architecture



Characterizing Transaction Processing and Analytics
In the early days of business data processing, a write to the database typically corre‐
sponded to a commercial transaction taking place: making a sale, placing an order
with a supplier, paying an employee’s salary, etc. As databases expanded into areas
that didn’t involve money changing hands, the term transaction nevertheless stuck,
referring to a group of reads and writes that form a logical unit.

Chapter 8 explores in detail what we mean by a transaction. This
chapter uses the term loosely to refer to low-latency reads and
writes.

Even though databases started being used for many kinds of data—posts on social
media, moves in a game, contacts in an address book, and much, much more—the
basic access pattern remained similar to processing business transactions. An opera‐
tional system typically looks up a small number of records by a key (this is called
a point query). Records are inserted, updated, or deleted based on the user’s input.
Because these applications are interactive, this access pattern became known as online
transaction processing (OLTP).

However, databases also started being increasingly used for analytics, which has very
different access patterns compared to OLTP. Usually, an analytical query scans over
a huge number of records and calculates aggregate statistics (such as count, sum,
or average) rather than returning the individual records to the user. For example, a
business analyst at a supermarket chain may want to answer analytical queries such as
these:

• What was the total revenue of each of our stores in January?•
• How many more bananas than usual did we sell during our latest promotion?•
• Which brand of baby food is most often purchased together with brand X•

diapers?

The reports that result from these types of queries are important for BI, helping
management decide what to do next. To differentiate this pattern of using databases
from transaction processing, it has been called online analytical processing (OLAP)
[5]. The difference between OLTP and analytics is not always clear-cut, but some
typical characteristics are listed in Table 1-1.
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Table 1-1. Comparing characteristics of operational and analytical systems

Property Operational systems (OLTP) Analytical systems (OLAP)
Main read pattern Point queries (fetch individual records by key) Aggregate over large number of records

Main write pattern Create, update, and delete individual records Bulk import (ETL) or event stream

Human user example End user of web/mobile application Internal analyst, for decision support

Machine use example Checking if an action is authorized Detecting fraud/abuse patterns

Type of queries Fixed, predefined by application Arbitrary, ad-hoc exploration by analysts

Query volume Lots of small queries Few queries, each is complex

Data represents Latest state of data (current point in time) History of events that happened over time

Dataset size Gigabytes to terabytes Terabytes to petabytes

The meaning of online in OLAP is unclear; it probably indicates
that queries are not just for predefined reports, but that analysts
use the OLAP system interactively for explorative queries.

With operational systems, users are generally not allowed to construct custom SQL
queries and run them on the database, since that would potentially allow them to read
or modify data that they do not have permission to access. They might also write
queries that are expensive to execute and hence affect the database performance for
other users. For these reasons, OLTP systems mostly run fixed sets of queries that are
baked into the application code, with one-off custom queries used only occasionally
for maintenance or troubleshooting. On the other hand, analytical databases usually
give their users the freedom to write arbitrary SQL queries by hand, or to generate
queries automatically using a data visualization or dashboard tool such as Tableau,
Looker, or Microsoft Power BI.

Another type of system is designed for analytical workloads (queries that aggregate
over many records) but embedded into user-facing products. Systems designed for
this type of use, known as product analytics or real-time analytics, include Pinot,
Druid, and ClickHouse [6]. Such systems ingest data in real time and are optimized
for low-latency query responses. In contrast, traditional OLAP systems typically
ingest data in batches and are optimized for high-throughput query processing. 
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Data Warehousing
At first, the same databases were used for both transaction processing and analytical
queries. SQL turned out to be quite flexible in this regard; it works well for both types
of queries. In the late 1980s and early 1990s, however, a trend arose for companies to
stop using their OLTP systems for analytics purposes and to run the analytics on a
separate database system instead. This separate database was called a data warehouse.

A large enterprise may have dozens, even hundreds, of OLTP systems: systems
powering the customer-facing website, controlling point-of-sale (checkout) systems
in physical stores, tracking inventory in warehouses, planning routes for vehicles,
managing suppliers, administering employees, and performing many other tasks.
Each of these systems is complex and needs a team of people to maintain it, so they
end up operating mostly independently from one another.

It is usually undesirable for business analysts and data scientists to directly query
these OLTP systems, for several reasons:

• The data of interest may be spread across multiple operational systems, making•
it difficult to combine those datasets in a single query (a problem known as data
silos).

• The kinds of schemas and data layouts that are good for OLTP are less well suited•
for analytics (see Chapter 3).

• Analytical queries can be quite expensive, and running them on an OLTP data‐•
base would impact the performance for other users.

• The OLTP systems might reside in a separate network that users are not allowed•
to directly access, for security or compliance reasons.

A data warehouse, by contrast, is a separate database that analysts can query to their
hearts’ content, without affecting OLTP operations [7]. As we shall see in Chapter 4,
data warehouses often store data very differently from OLTP databases, to optimize
for the types of queries that are common in analytics.

The data warehouse contains a read-only copy of the data from all the various OLTP
systems in the company. Data is extracted from OLTP databases (using either a
periodic data dump or a continuous stream of updates), transformed into an analysis-
friendly schema, cleaned up, and then loaded into the data warehouse. This process
of getting data into the data warehouse is known as extract–transform–load (ETL)
and is illustrated in Figure 1-1. Sometimes the order of the transform and load steps
is swapped (i.e., the transformation is done in the data warehouse, after loading),
resulting in ELT.

Operational Versus Analytical Systems | 7



Figure 1-1. A simplified outline of ETL into a data warehouse

In some cases, the data sources of the ETL processes are external SaaS products
such as customer relationship management (CRM), email marketing, or credit card
processing systems. In those cases, you do not have direct access to the original
database, since it is accessible only via the software vendor’s API. Bringing the data
from these external systems into your own data warehouse can enable analyses that
are not possible via the SaaS API. ETL for SaaS APIs is often implemented by
specialist data connector services such as Fivetran, Singer, or Airbyte.

Some database systems offer hybrid transactional/analytical processing (HTAP), which
aims to enable OLTP and analytics in a single system without requiring ETL from
one system into another [8, 9]. However, many HTAP systems internally consist of
an OLTP system coupled with a separate analytical system, hidden behind a common
interface—so the distinction between the two remains important for understanding
how these systems work.

Moreover, even though HTAP exists, it is common to have a separation between
transactional and analytical systems because of their different goals and require‐
ments. In particular, it is considered good practice for each operational system to
have its own database (see “Microservices and Serverless” on page 21), leading
to potentially hundreds of separate operational databases; on the other hand, an
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enterprise usually has a single data warehouse, so that business analysts can combine
data from several operational systems in a single query.

HTAP, therefore, does not replace data warehouses. Rather, it is useful when the same
application needs to both perform analytical queries that scan a large number of rows
and read and update individual records with low latency. Fraud detection can involve
such workloads, for example [10].

The separation between operational and analytical systems is part of a wider trend.
As workloads have become more demanding, systems have become more specialized
and optimized for particular workloads. General-purpose systems can handle small
data volumes comfortably, but the greater the scale, the more specialized systems tend
to become [11].

From data warehouse to data lake
A data warehouse often uses a relational data model that is queried through SQL
(see Chapter 3), perhaps using specialized BI software. This model works well for the
types of queries that business analysts need to make, but it is less well suited to the
needs of data scientists performing tasks such as these:

• Transforming data into a form that is suitable for training an ML model. This•
often requires turning the rows and columns of a database table into a vector
or matrix of numerical values called features. The process of performing this
transformation in a way that maximizes the performance of the trained model is
called feature engineering, and it commonly requires custom code that is difficult
to express using SQL.

• Using natural language processing (NLP) techniques on textual data (e.g.,•
reviews of a product) to try to extract structured information from it (e.g., the
sentiment of the author, or which topics they mention). Similarly, data scientists
might need to extract structured information from photos by using computer
vision techniques.

Although there have been efforts to add ML operators to a SQL data model [12] and to
build efficient ML systems on top of a relational foundation [13], many data scientists
prefer not to work in a relational database such as a data warehouse. Instead, many
prefer to use Python data analysis libraries such as Pandas and scikit-learn, statistical
analysis languages such as R, and distributed analytics frameworks such as Spark [14].
We discuss these further in Chapter 3.

Consequently, organizations face a need to make data available in a form that is
suitable for use by data scientists. The answer is a data lake: a centralized data
repository that holds a copy of any data that might be useful for analysis, obtained
from operational systems via ETL processes. The difference from a data warehouse is
that a data lake simply contains files, without imposing any particular file format, data
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model, or schema [15]. Files in a data lake might be collections of database records,
encoded using a file format such as Avro or Parquet (see Chapter 5), but a data
lake can equally well contain text, images, videos, sensor readings, sparse matrices,
feature vectors, genome sequences, or any other kind of data [16]. Besides being
more flexible, a data lake is also often cheaper than relational data storage, since it
can use commoditized file storage such as object stores (see “Cloud Native System
Architecture” on page 14).

ETL processes have been generalized to data pipelines, and in some cases the data
lake has become an intermediate stop on the path from the operational systems to
the data warehouse. The data lake contains data in the “raw” form produced by
the operational systems, without the transformation into a relational data warehouse
schema. This approach has the advantage that each consumer of the data can trans‐
form the raw data into the form that best suits their needs. It’s sometimes called the
sushi principle: “raw data is better” [17].

Beyond the data lake
As analytics practices have matured, organizations have been increasingly paying
attention to the management and operations of analytical systems and data pipelines,
as captured, for example, in the DataOps Manifesto [18]. This has been driven partly
by issues of governance, privacy, and compliance with regulations such as the General
Data Protection Regulation (GDPR) and California Consumer Privacy Act (CCPA),
which we discuss in “Data Systems, Law, and Society” on page 23 and in Chapter 14.

Another important factor is that data for analytics is increasingly made available not
only as files and relational tables, but as streams of events (see Chapter 12). With
file-based data analysis, you can rerun the analysis periodically (e.g., daily) to respond
to changes in the data, but stream processing allows analytical systems to respond
to events much faster, on the order of seconds. Depending on the application and
its time-sensitivity, a stream processing approach can be valuable, for example, to
identify and block potentially fraudulent or abusive activity.

In some cases the outputs of analytical systems are made available to operational
systems (a process sometimes known as reverse ETL [19]). For example, an ML model
that was trained on data in an analytical system may be deployed to production so
that it can generate recommendations for end users, such as “people who bought X
also bought Y.” Machine learning models can be deployed to operational systems by
using specialized tools such as TFX, Kubeflow, or MLflow.

Systems of Record and Derived Data
Related to the distinction between operational and analytical systems, this book also
distinguishes between systems of record and derived data systems. These terms are
useful because they help clarify the flow of data through a system:

10 | Chapter 1: Trade-Offs in Data Systems Architecture



Systems of record
A system of record, also known as a source of truth, holds the authoritative or
canonical version of data. When new data comes in—for example, as user input—
it is first written here. Each fact is represented exactly once (the representation is
typically normalized; see Chapter 3). If there is any discrepancy between another
system and the system of record, the value in the system of record is (by defini‐
tion) the correct one.

Derived data systems
Data in a derived system is the result of taking existing data from another system
and transforming or processing it in some way. If you lose derived data, you
can re-create it from the original source. A classic example is a cache: data can
be served from the cache if present, but if the cache doesn’t contain what you
need, you can fall back to the underlying database. Denormalized values, indexes,
materialized views, transformed data representations, and models trained on a
dataset also fall into this category.

Technically speaking, derived data is redundant, in the sense that it duplicates existing
information. However, this data is often essential for getting good performance on
read queries. You can derive several datasets from a single source, enabling you to
look at the data from different points of view.

Analytical systems are usually derived data systems, because they are consumers of
data created elsewhere. Operational services may contain a mixture of systems of
record and derived data systems. The systems of record are the primary databases
to which data is first written, whereas the derived data systems are the indexes and
caches that speed up common read operations, especially for queries that the system
of record cannot answer efficiently.

Most databases, storage engines, and query languages are not inherently systems of
record or derived systems. A database is just a tool; how you use it is up to you. The
distinction between a system of record and a derived data system depends not on the
tool, but on the way you use it in your application. By being clear about which data
is derived from which other data, you can bring clarity to an otherwise confusing
system architecture.

When the data in one system is derived from the data in another, you need a process
for updating the derived data when the original in the system of record changes.
Unfortunately, many databases are designed based on the assumption that your
application will always need to use only that one database, and they do not make it
easy to integrate multiple systems in order to propagate such updates. In Chapter 11
we will discuss data pipelines as an approach to data integration, which allows us to
compose multiple data systems to achieve things that one system alone cannot do.
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That brings us to the end of our comparison of analytics and transaction processing.
In the next section we will examine another trade-off that you might have already
seen debated multiple times. 

Cloud Versus Self-Hosting
With anything that an organization needs to do, one of the first questions is whether it
should be done in-house or outsourced. That is, should you build or should you buy?

Ultimately, this is a question about business priorities. A common rule of thumb
is that things that are a core competency or a competitive advantage of your orga‐
nization should be done in-house, whereas things that are non-core, routine, or
commonplace should be left to a vendor [20]. To give an extreme example, most
companies do not fabricate their own CPUs, since it is cheaper to buy them from the
semiconductor manufacturers.

With software, two important decisions to be made are who builds the software
and who deploys it. The spectrum of possibilities is illustrated in Figure 1-2. At one
extreme is bespoke software that you write and run in-house; at the other extreme are
widely used cloud services or SaaS products that are implemented and operated by an
external vendor and that you access only through a web interface or API.

Figure 1-2. The spectrum of decisions on outsourcing software and its operations

The middle ground is off-the-shelf software (open source or commercial) that you
self-host, or deploy yourself—for example, if you download MySQL and install it
on a server you control. This could be on your own hardware (often called on
premises, even if the server is in a rented datacenter rack and not literally on your
own premises), or on a virtual machine (VM) in the cloud (infrastructure as a service,
or IaaS). There are more points along this spectrum, such as taking open source
software and running a modified version of it.

A related question is how you deploy services, either in the cloud or on premises—for
example, whether you use an orchestration framework such as Kubernetes. However,
choice of deployment tooling is beyond the scope for this book, since other factors
have a greater influence on the architecture of data systems.
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Pros and Cons of Cloud Services
Using a cloud service, rather than running comparable software yourself, essentially
outsources the operation of that software to the cloud provider. There are good
arguments for and against this approach. Cloud providers claim that using their
services saves you time and money and allows you to move faster compared to setting
up your own infrastructure.

Whether using a cloud service is actually cheaper and easier than self-hosting
depends very much on your skills and the workload on your systems, however. If you
already have experience setting up and operating the systems you need, and if your
load is quite predictable (i.e., the number of machines you need does not fluctuate
wildly), then it’s often cheaper to buy your own machines and run the software on
them yourself [21, 22].

On the other hand, if you need a system that you don’t already know how to deploy
and operate, adopting a cloud service is often easier and quicker than learning to
manage the system. Hiring and training staff specifically to maintain and operate the
system can get very expensive. You still need an operations team when you’re using
the cloud (see “Operations in the Cloud Era” on page 17), but outsourcing the basic
system administration can free up your team to focus on higher-level concerns.

Outsourcing the operation of a system to a company that specializes in running it can
potentially result in better service, since the provider gains operational expertise from
providing the service to many customers. On the other hand, if you run the service,
you can configure and tune it to perform well on your particular workload. A cloud
service would not likely be willing to make such customizations on your behalf.

Cloud services are particularly valuable if the load on your systems varies a lot over
time. If you provision your machines to be able to handle peak load, but those
computing resources are idle most of the time, the system becomes less cost-effective.
In this situation, cloud services have the advantage that they can make it easier to
scale your computing resources up or down in response to changes in demand.

For example, analytical systems often have extremely variable load. Running a large
analytical query quickly requires a lot of computing resources in parallel, but once
the query completes, those resources sit idle until a user makes the next query.
Predefined queries (e.g., for daily reports) can be enqueued and scheduled to smooth
out the load, but for interactive queries, the faster you want them to complete, the
more variable the workload becomes. If your dataset is so large that querying it
quickly requires significant computing resources, using the cloud can save money,
since you can return unused resources to the provider rather than leaving them idle.
For smaller datasets, this difference is less significant.
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The biggest downside of a cloud service is that you have no control over it:

• If it is lacking a feature you need, all you can do is politely ask the vendor•
whether they will add it; you generally cannot implement it yourself.

• If the service goes down, all you can do is to wait for it to recover.•
• If you are using the service in a way that triggers a bug or causes performance•

problems, diagnosing the issue will be difficult. With software that you run
yourself, you can get performance metrics and debugging information from the
operating system to help you understand its behavior, and you can look at the
server logs. With a service hosted by a vendor, you usually do not have access to
these internals.

• If the service shuts down or becomes unacceptably expensive, or if the vendor•
changes their product in a way you don’t like, you are at their mercy; continuing
to run an old version of the software is usually not an option, so you’ll be forced
to migrate to an alternative service [23]. This risk is mitigated if alternative serv‐
ices expose a compatible API, but for many cloud services there are no standard
APIs, which raises the cost of switching, making vendor lock-in a problem.

• If the cloud provider is in another country and a political conflict arises between•
that country and your own, you risk being locked out of the service due to
imposed sanctions.

• The cloud provider needs to be trusted to keep the data secure, which can•
complicate the process of complying with privacy and security regulations.

Despite all these risks, it has become more and more popular for organizations to
build new applications on top of cloud services, or to adopt a hybrid approach in
which cloud services are used for some aspects of a system. However, cloud services
will not subsume all in-house data systems. Many older systems predate the cloud,
and for any services that have specialist requirements that existing cloud services
cannot meet, in-house systems remain necessary. For example, very latency-sensitive
applications such as high-frequency trading require full control of the hardware. 

Cloud Native System Architecture
Besides having a different economic model (subscribing to a service instead of buying
hardware and licensing software to run on it), the rise of the cloud has also had a
profound effect on how data systems are implemented on a technical level. The term
cloud native is used to describe an architecture that is designed to take advantage of
cloud services.

In principle, almost any software that you can self-host could also be provided as a
cloud service, and indeed such managed services are now available for many popular
data systems. However, systems that have been designed from the ground up to be
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cloud native have been shown to have several advantages: better performance on the
same hardware, faster recovery from failures, being able to quickly scale computing
resources to match the load, and supporting larger datasets [24, 25, 26]. Table 1-2 lists
some examples of both types of systems. 

Table 1-2. Examples of self-hosted and cloud native database systems

Category Self-hosted systems Cloud native systems
Operational/OLTP MySQL, PostgreSQL, MongoDB AWS Aurora [24], Azure SQL DB Hyperscale [25], Google Cloud Spanner

Analytical/OLAP Teradata, ClickHouse, Spark Snowflake [26], Google BigQuery, Azure Synapse Analytics

Layering of cloud services
Many self-hosted data systems have simple system requirements; they run on a
conventional operating system such as Linux or Windows, they store their data as
files on the filesystem, and they communicate via standard network protocols such as
TCP/IP. A few systems depend on special hardware such as GPUs (for ML) or remote
direct memory access (RDMA) network interfaces, but on the whole, self-hosted
software tends to use generic computing resources: CPUs, RAM, a filesystem, and an
IP network.

In a cloud, this type of software can be run in an IaaS environment, using one
or more VMs (or instances) with a certain allocation of CPUs, memory, disk, and
network bandwidth. Compared to physical machines, cloud instances can be provi‐
sioned faster and come in a greater variety of sizes, but otherwise they are similar
to traditional computers: you can run any software you like on them, but you are
responsible for administering it yourself.

In contrast, the key idea of cloud native services is not only to use the computing
resources managed by your operating system, but also to build upon lower-level
cloud services to create higher-level services. For example:

• Object storage services such as Amazon S3, Azure Blob Storage, and Cloudflare R2•
store large files. They provide more limited APIs than a typical filesystem (basic file
reads and writes), but they have the advantage that they hide the underlying physi‐
cal machines; the service automatically distributes the data across many machines
so that you don’t have to worry about running out of disk space on any one
machine. Even if some machines or their disks fail entirely, no data is lost.

• Many other services are, in turn, built upon object storage and other cloud services.•
For instance, Snowflake is a cloud-based analytical database (data warehouse) that
relies on S3 for data storage [26], and some other services, in turn, build upon
Snowflake.
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As always with abstractions in computing, there is no one right answer to what you
should use. As a general rule, higher-level abstractions tend to be more oriented
toward particular use cases. If your needs match the situations for which a higher-
level system is designed, using the existing higher-level system will probably meet
your needs with much less hassle than building it yourself from lower-level systems.
On the other hand, if no high-level system meets your needs, building it yourself
from lower-level components is the only option.

Separation of storage and compute
In traditional computing, disk storage is regarded as durable (we assume that once
something is written to disk, it will not be lost). To tolerate the failure of an individual
hard disk, RAID (redundant array of independent disks) is often used to maintain
copies of the data on several disks attached to the same machine. RAID can be
implemented either in hardware or in software by the operating system, and it is
transparent to the applications accessing the filesystem.

In the cloud, compute instances (VMs) may also have local disks attached, but cloud
native systems typically treat these disks more like an ephemeral cache and less like
long-term storage. This is because the local disk becomes inaccessible if the associated
instance fails, or if the instance is replaced with a bigger or a smaller one (on a
different physical machine) to adapt to changes in load.

As an alternative to local disks, cloud services also offer virtual disk storage that can
be detached from one instance and attached to a different one (e.g., Amazon EBS,
Azure managed disks, and persistent disks in Google Cloud). Such a virtual disk is
not a physical disk, but rather a cloud service provided by a separate set of machines
that emulates the behavior of a disk (a block device, where each block is typically
4 KiB in size). This technology makes it possible to run traditional disk-based soft‐
ware in the cloud, but the block device emulation introduces overheads that can be
avoided in systems that are designed from the ground up for the cloud [24]. The use
of virtual disks also makes the application very sensitive to network glitches, since
every I/O operation on the virtual block device is a network call [27].

To address this problem, cloud native services generally avoid using virtual disks
and instead build on dedicated storage services that are optimized for particular
workloads. Object storage services such as S3 are designed for long-term storage of
fairly large files, ranging from hundreds of kilobytes to several gigabytes in size. The
individual rows or values stored in a database are typically much smaller than this;
cloud databases therefore typically manage smaller values in a separate service and
store larger data blocks (containing many individual values) in an object store [25,
28]. We will see ways of doing this in Chapter 4.
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In a traditional systems architecture, the same computer is responsible for both
storage (disk) and computation (CPU and RAM), but in cloud native systems, these
two responsibilities have become somewhat separated, or disaggregated [9, 26, 29, 30]:
for example, S3 only stores files, and if you want to analyze that data, you will have
to run the analysis code somewhere outside of S3. This implies transferring the data
over the network, which we will discuss further in “Distributed Versus Single-Node
Systems” on page 19.

Furthermore, cloud native systems are often multitenant, which means that rather
than having a separate machine for each customer, data and computation from
several customers are handled on the same shared hardware by the same service
[31]. Multitenancy can enable better hardware utilization, easier scalability, and easier
management by the cloud provider, but it also requires careful engineering to ensure
that one customer’s activity does not affect the performance or security of the system
for other customers [32].

Operations in the Cloud Era
Traditionally, the people managing an organization’s server-side data infrastructure
were known as database administrators (DBAs) or system administrators (sysadmins).
More recently, many organizations have tried to integrate the roles of software devel‐
opment and operations into teams with a shared responsibility for both backend
services and data infrastructure; the DevOps philosophy has guided this trend. Site
reliability engineers (SREs) are Google’s implementation of this idea [33].

The role of operations is to ensure that services are reliably delivered to users
(including configuring infrastructure and deploying applications) and to ensure a
stable production environment (including monitoring and diagnosing any problems
that may affect reliability). For self-hosted systems, operations traditionally involves
a significant amount of work at the level of individual machines, such as capacity
planning (e.g., monitoring available disk space and adding more disks before you
run out of space), provisioning new machines, moving services from one machine to
another, and installing operating system patches.

Many cloud services present an API that hides the individual machines implementing
the service. For example, cloud storage replaces fixed-size disks with metered billing,
where you can store data without planning your capacity needs in advance, and you
are then charged based on the space used. Moreover, many cloud services remain
highly available, even when individual machines have failed (see “Reliability and Fault
Tolerance” on page 43).

This shift in emphasis from individual machines to services has been accompanied by
a change in the role of operations. The high-level goal of providing a reliable service
remains the same, but the processes and tools have evolved.
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The DevOps/SRE philosophy places greater emphasis on the following:

• Setting up automation, preferring repeatable processes over manual one-off jobs•
• Using ephemeral VMs and services rather than long-running servers•
• Enabling frequent application updates•
• Learning from incidents•
• Preserving the organization’s knowledge about the system, even as individual•

people come and go [34]

With the rise of cloud services, a bifurcation of roles has occurred. Operations teams
at infrastructure companies specialize in the details of providing a reliable service to a
large number of customers, while the customers of the service spend as little time and
effort as possible on infrastructure [35].

Customers of cloud services still require operations, but they focus on different
aspects, such as choosing the most appropriate service for a given task, integrating
services with each other, and migrating from one service to another. Even though
metered billing removes the need for capacity planning in the traditional sense, it’s
still important to know what resources you are using for which purpose so that
you don’t waste money on cloud resources that are not needed. Capacity planning
becomes financial planning, and performance optimization becomes cost optimiza‐
tion [36]. Additionally, cloud services do have resource limits or quotas (such as the
maximum number of processes you can run concurrently), which you need to know
about and plan for before you run into them [37].

Adopting a cloud service can be easier and quicker than provisioning and running
your own infrastructure, although you still have to learn how to use the cloud service
and perhaps work around its limitations. Integration among services becomes a
particular challenge as a growing number of vendors offer an ever broader range of
cloud services targeting different use cases [38, 39]. ETL (see “Data Warehousing” on
page 7) is only part of the story; operational cloud services also need to be integrated
with each other. At present, we lack standards to facilitate this sort of integration, so it
often involves significant manual effort.

Other operational aspects that cannot fully be outsourced to cloud services include
maintaining the security of an application and the libraries it uses, managing the
interactions between your own services, monitoring the load on your services, and
tracking down the cause of problems such as performance degradations or outages.
While the cloud is changing the role of operations, the need for operations is as great
as ever. 
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Distributed Versus Single-Node Systems
A system that involves several machines communicating via a network is called a
distributed system. Each of the processes participating in a distributed system is called
a node. You might want to use this type of system for various reasons:

Inherent distribution
If an application involves two or more interacting users, each using their own
device, then the system is unavoidably distributed: the communication between
the devices will have to occur via a network.

Requests between cloud services
If data is stored in one service but processed in another, that data must be
transferred over the network from one service to the other. Cloud native systems
and microservices (see “Microservices and Serverless” on page 21) are therefore
distributed.

Fault tolerance/high availability
If your application needs to continue working even if one machine (or several
machines, or the network, or an entire datacenter) goes down, you can use
multiple machines to give you redundancy. When one fails, another one can take
over. See “Reliability and Fault Tolerance” on page 43 and Chapter 6.

Scalability
If your data volume or computing requirements grow bigger than a single
machine can handle, you can potentially spread the load across multiple
machines. See “Scalability” on page 49.

Latency
If you have users around the world, you might want to have servers in various
regions worldwide so that each user can be served from a server that is geograph‐
ically close to them. That avoids the users having to wait for network packets
to travel halfway around the world to answer their requests. See “Describing
Performance” on page 37.

Elasticity
If your application is busy at some times and idle at others, a cloud deployment
can scale up or down to meet the demand so that you pay only for resources you
are actively using. This is more difficult on a single machine, which needs to be
provisioned to handle the maximum load, even at times when it is barely used.

Specialized hardware
Different parts of the system can take advantage of different types of hardware
to match their workload. For example, an object store may use machines with
many disks but few CPUs, whereas a data analysis system may use machines with
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lots of CPU and memory but no disks, and a machine learning system may use
machines with GPUs (which are much more efficient than CPUs for training
deep neural networks and other ML tasks).

Legal compliance
Some countries have data residency laws that require data about people in their
jurisdiction to be stored and processed geographically within that country [40].
The scope of these rules varies—for example, in some cases it applies only to
medical or financial data, while other cases are broader. A service with users
in several such jurisdictions will therefore have to distribute their data across
servers in several locations.

Sustainability
If you have flexibility on where and when to run your jobs, you might be able
to run them at a time and in a place where plenty of renewable electricity is
available and avoid running them when the power grid is under strain. This can
reduce your carbon emissions and allow you to take advantage of cheap power
when it is available [41, 42].

These reasons apply to both services that you write yourself (application code) and
services consisting of off-the-shelf software (such as databases).

Problems with Distributed Systems
Distributed systems also have downsides. Every request and API call that traverses
the network needs to deal with the possibility of failure. The network may be inter‐
rupted, or the service may be overloaded or crash, and therefore any request may
time out without receiving a response. In this case, we don’t know whether the service
received the request, and simply retrying it might not be safe. We will discuss these
problems in detail in Chapter 9.

Although datacenter networks are fast, making a call to another service is still vastly
slower than calling a function in the same process [43]. When operating on large
volumes of data, rather than transferring the data from storage to a separate machine
that processes it, it can be faster to bring the computation to the machine that
already has the data [44]. More nodes are not always faster; in some cases, a simple
single-threaded program on one computer can perform significantly better than a
cluster with over 100 CPU cores [45].

Troubleshooting a distributed system is often difficult—if the system is slow to
respond, how do you figure out where the problem lies? Techniques for diagnosing
problems in distributed systems are developed under the heading of observability [46,
47], which involves collecting data about the execution of a system and allowing that
data to be queried in ways that allow both high-level metrics and individual events
to be analyzed. Tracing tools such as OpenTelemetry, Zipkin, and Jaeger allow you to
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track which client called which server for which operation and how long each call
took [48].

Databases provide various mechanisms for ensuring data consistency, as we shall see
in Chapters 6 and 8. However, when each service has its own database, maintaining
consistency of data across those different services becomes the application’s problem.
Distributed transactions, which we explore in Chapter 8, are a possible technique for
ensuring consistency, but they are rarely used in a microservices context because they
run counter to the goal of making services independent from each other, and many
databases don’t support them [49].

For all these reasons, performing a task on a single machine is often much simpler
and cheaper than setting up a distributed system [22, 45, 50]. CPUs, memory, and
disks have grown larger, faster, and more reliable. When combined with single-node
databases such as DuckDB, SQLite, and KùzuDB, many workloads can now run on a
single node. We will explore this topic further in Chapter 4.

Microservices and Serverless
The most common way of distributing a system across multiple machines is to divide
them into clients and servers and let the clients make requests to the servers. Most
commonly, HTTP is used for this communication, as we will discuss in Chapter 5.
The same process may be both a server (handling incoming requests) and a client
(making outbound requests to other services).

This way of building applications has traditionally been called a service-oriented
architecture (SOA); more recently, the idea has been refined into a microservices
architecture [51, 52]. In a microservices architecture, a service has one well-defined
purpose (e.g., in the case of S3, this is file storage); each service exposes an API
that can be called by clients via the network, and each service has one team that is
responsible for its maintenance. A complex application can thus be decomposed into
multiple interacting services, each managed by a separate team. Cloud native systems
make heavy use of decomposition into services, but on-premises systems can use a
service-oriented approach too.

Dividing a complex piece of software into multiple services has several advantages:
each service can be updated independently, reducing coordination effort among
teams; each service can be assigned the hardware resources it needs; and hiding the
implementation details behind an API means the service owners are free to change
the implementation without affecting clients. In terms of data storage, it is common
for each service to have its own databases and not to share databases between
services. Sharing a database would effectively make the entire database structure a
part of the service’s API, and then that structure would be difficult to change. Shared
databases could also cause one service’s queries to negatively impact the performance
of other services.
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On the other hand, having many services can itself breed complexity. Testing a ser‐
vice during development can be complicated, since you also need to run all the other
services that it depends on. What’s more, each service requires infrastructure for
deploying new releases, adjusting the allocated hardware resources to match the load,
collecting logs, monitoring service health, and alerting an on-call engineer in the case
of a problem. Orchestration frameworks such as Kubernetes have become a popular
way of deploying services, since they provide a foundation for this infrastructure.

In addition, microservice APIs can be challenging to evolve. Clients that call an
API expect it to have certain fields. Developers might wish to add or remove fields
in an API as business needs change, but doing so can cause clients to fail. Worse
still, such failures are often not discovered until late in the development cycle, when
the updated service API is deployed to a staging or production environment. API
description standards such as OpenAPI and gRPC help manage the relationship
between client and server APIs; we discuss these further in Chapter 5.

Microservices are primarily a technical solution to a people problem: allowing differ‐
ent teams to make progress independently without having to coordinate with each
other. This is valuable in a large company, but in a small company with fewer teams,
using microservices is likely to be unnecessary overhead, and implementing the
application in the simplest way possible is preferable [51].

Serverless, or function as a service (FaaS), is another approach to deploying services,
in which the management of the infrastructure is outsourced to a cloud vendor [32].
When using VMs, you have to explicitly choose when to start up or shut down an
instance; in contrast, with the serverless model, the cloud provider automatically allo‐
cates and frees hardware resources as needed, based on the incoming requests to your
service [53]. Just as cloud storage replaced capacity planning (deciding in advance
how many disks to buy) with a metered billing model, the serverless approach is
bringing metered billing to code execution: you pay only for the time that your
application code is running rather than having to provision resources in advance.

To offer such benefits, many serverless infrastructure providers impose a time limit
on function execution and limit runtime environments, and services might suffer
from slow start times when a function is first invoked. The term “serverless” can
also be misleading; each serverless function execution still runs on a server, but
subsequent executions might run on a different one. What’s more, infrastructure
services such as BigQuery and various Kafka offerings have adopted “serverless”
terminology to signal that their services autoscale and that they bill by usage rather
than machine instances.

Cloud Computing Versus Supercomputing
Cloud computing is not the only way of building large-scale computing systems;
an alternative is high-performance computing (HPC), also known as supercomputing.
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Although there are overlaps, HPC often has different priorities and uses different
techniques than cloud computing and enterprise datacenter systems. Here are some
of the main differences:

• Supercomputers are typically used for computationally intensive scientific com‐•
puting tasks, such as weather forecasting, climate modeling, molecular dynamics
(simulating the movement of atoms and molecules), complex optimization prob‐
lems, and solving partial differential equations. On the other hand, cloud com‐
puting tends to be used for online services, business data systems, and similar
systems that need to serve user requests with high availability.

• A supercomputer typically runs large batch jobs that checkpoint the state of their•
computation to disk from time to time. If a node fails, a common solution is to
simply stop the entire cluster workload, repair the faulty node, and then restart
the computation from the last checkpoint [54, 55]. With cloud services, stopping
the entire cluster is usually not desirable, since the services need to continually
serve users with minimal interruptions.

• Supercomputer nodes typically communicate through shared memory and•
RDMA, which support high bandwidth and low latency but assume a high level
of trust among the users of the system [56]. In cloud computing, the network and
the machines are often shared by mutually untrusting organizations, requiring
stronger security mechanisms such as resource isolation (e.g., virtual machines),
encryption, and authentication.

• Cloud datacenter networks are often based on IP and Ethernet, arranged in•
Clos topologies to provide high bisection bandwidth—a commonly used measure
of a network’s overall performance [54, 57]. Supercomputers often use special‐
ized network topologies, such as multidimensional meshes and toruses [58],
which yield better performance for HPC workloads with known communication
patterns.

• Cloud computing allows nodes to be distributed across multiple geographic•
regions, whereas supercomputers generally assume that all their nodes are close
together.

Large-scale analytical systems sometimes share some characteristics with supercomput‐
ing, which is why it can be worth knowing about these techniques if you are working
in this area. However, this book is mostly concerned with services that need to be
continually available, as discussed in “Reliability and Fault Tolerance” on page 43. 

Data Systems, Law, and Society
As you’ve seen in this chapter, the architecture of data systems is influenced not only
by technical goals and requirements, but also by the human needs of the organiza‐
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tions that they support. Increasingly, data systems engineers are realizing that serving
the needs of their own business is not enough; we also have a responsibility toward
society at large.

One particular concern is systems that store data about people and their behavior.
Since 2018, the GDPR has given residents of many European countries greater con‐
trol and legal rights over their personal data, and similar privacy regulations have
been adopted in various other countries and states around the world (including, for
example, the CCPA). Regulations around AI, such as the EU AI Act, place further
restrictions on how personal data can be used.

Moreover, even in areas that are not directly subject to regulation, there is increas‐
ing recognition of the effects that computer systems have on people and society.
Social media has changed how individuals consume news, which influences their
political opinions and hence may affect the outcome of elections. Automated systems
increasingly make decisions that have profound consequences for individuals, such
as who should be given a loan or insurance coverage, who should be invited to a job
interview, or who should be suspected of a crime [59].

Everyone who works on such systems shares a responsibility for considering the
ethical impact of their decisions and ensuring that they comply with relevant laws.
Not everyone needs to become an expert in law and ethics, but a basic awareness of
legal and ethical principles is just as important as, say, some foundational knowledge
in distributed systems.

Legal considerations are influencing the very foundations of data system design [60].
For example, the GDPR grants individuals the right to have their data erased on
request (sometimes known as the right to be forgotten). However, as we shall see in
this book, many data systems rely on immutable constructs such as append-only logs
as part of their design. How can we ensure deletion of some data in the middle of a
file that is supposed to be immutable? How do we handle deletion of data that has
been incorporated into derived datasets (see “Systems of Record and Derived Data”
on page 10), such as training data for ML models? Answering these questions creates
new engineering challenges.

At present, we don’t have clear guidelines on which particular technologies or system
architectures should be considered GDPR compliant. The regulation deliberately
does not mandate particular technologies, because these may quickly change as
technology progresses. Instead, the legal texts set out high-level principles that are
subject to interpretation. Therefore, how to comply with privacy regulations has no
simple answer, but we will look at some of the technologies through this lens.

In general, we store data because we think that its value is greater than the costs of
storing it. However, it is worth remembering that the costs of storage extend beyond
the bill you pay for S3 or another service. The cost-benefit calculation should also
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take into account the risks of liability and reputational damage if the data were to
be leaked or compromised by adversaries, and the risk of legal costs and fines if the
storage and processing of the data is found not to be compliant with the law [50].

Governments or police forces might also compel companies to hand over data.
When data could reveal criminalized behaviors (e.g., homosexuality in several Middle
Eastern and African countries, or seeking an abortion in several states in the United
States), storing that data creates real safety risks for users. Travel to an abortion clinic,
for example, could easily be revealed by location data, or perhaps even by a log of the
user’s IP addresses over time (which indicate approximate location).

Once all the risks are taken into account, it might be reasonable to decide that some
data is simply not worth storing, and that it should therefore be deleted. This princi‐
ple of data minimization (sometimes known by the German term Datensparsamkeit)
runs counter to the “big data” philosophy of storing lots of data speculatively in case
it turns out to be useful in the future [61]. But data minimization fits with the GDPR,
which mandates that personal data may be collected only for a specified, explicit
purpose; cannot later be used for any other purpose; and must not be kept for longer
than necessary for the purposes for which it was collected [62].

Businesses have also taken notice of privacy and safety concerns. Credit card compa‐
nies require payment processing businesses to adhere to strict Payment Card Indus‐
try (PCI) standards. Processors undergo frequent evaluations from independent
auditors to verify continued compliance. Software vendors have also seen increased
scrutiny. Many buyers now require their vendors to comply with Service Organiza‐
tion Control (SOC) Type 2 standards. As with PCI compliance, vendors undergo
third-party audits to verify adherence.

Generally, it is important to balance the needs of your business against the needs of
the people whose data you are collecting and processing. There is much more to this
topic; in Chapter 14 we will go deeper into ethics and legal compliance, including the
problems of bias and discrimination. 

Summary
The theme of this chapter has been to understand trade-offs—that is, to recognize
that many questions do not have one right answer, but several possibilities that each
have pros and cons. We explored some of the most important choices that affect
the architecture of data systems, and we introduced terminology that will be used
throughout the rest of this book.

We started by making a distinction between operational (transaction processing,
OLTP) and analytical (OLAP) systems and exploring how they differ, not only in
managing different types of data with different access patterns, but also in serving
different audiences. Along the way, we encountered the concepts of a data warehouse

Summary | 25



and data lake, which receive data feeds from operational systems via ETL. In Chapter
4 we will see that operational and analytical systems often use very different internal
data layouts because of the different types of queries they need to serve.

We then compared cloud services, a comparatively recent development, to the tradi‐
tional paradigm of self-hosted software that has previously dominated data systems
architecture. Which of these approaches is more cost-effective depends a lot on your
particular situation, but it’s undeniable that cloud native approaches are bringing
big changes to the way data systems are architected—for example, in the way they
separate storage and compute.

Cloud systems are intrinsically distributed, and we briefly examined some of the
trade-offs of distributed systems compared to using a single machine. In some situa‐
tions you can’t avoid going distributed, but it’s advisable not to rush into making a
system distributed if it’s possible to keep it on a single machine. In Chapter 9 we will
cover the challenges with distributed systems in more detail.

Finally, we saw that a data system’s architecture is determined not only by the needs
of the business deploying the system, but also by privacy regulations that protect the
rights of the people whose data is being processed—an aspect that many engineers
are prone to ignoring. How we translate legal requirements into technical implemen‐
tations has not yet been formalized, but it’s important to keep this question in mind
as we move through the rest of this book.
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CHAPTER 2

Defining Nonfunctional Requirements

The Internet was done so well that most people think of it as a natural resource like the
Pacific Ocean, rather than something that was man-made. When was the last time a
technology with a scale like that was so error-free?

—Alan Kay, in interview with Dr. Dobb’s Journal (2012)

If you are building an application, you will be driven by a list of requirements. At the
top of your list is most likely the functionality that the application must offer: what
screens and what buttons you need, and what each operation is supposed to do in
order to fulfill the purpose of your software. These are your functional requirements.

In addition, you probably have nonfunctional requirements: for example, the app
should be fast, reliable, secure, legally compliant, and easy to maintain. These require‐
ments might not be explicitly written down, because they may seem somewhat obvi‐
ous, but they are just as important as the app’s functionality; an app that is unbearably
slow or unreliable might as well not exist.

Many nonfunctional requirements, such as security, fall outside the scope of this book.
But we will consider a few, and this chapter will help you articulate them for your own
systems. In particular, we will look at the following:

• Defining and measuring the performance of a system•
• What it means for a service to be reliable—namely, continuing to work correctly,•

even when things go wrong
• Allowing a system to be scalable by having efficient ways of adding computing•

capacity as the load on the system grows
• Making it easier to maintain a system in the long term•
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The terminology introduced in this chapter will also be useful in the following
chapters, when we go into the details of how data-intensive systems are implemented.
However, abstract definitions can be quite dry; to make the ideas more concrete, we
will start this chapter with a case study of a social networking service, which will
provide practical examples of performance and scalability.

Case Study: Social Network Home Timelines
Imagine we have been given the task of implementing a social network in the style of
X (formerly Twitter), where users can post messages and follow other users. This will
be a huge simplification of how such a service actually works [1, 2, 3], but it will help
illustrate some of the issues that arise in large-scale systems.

Let’s assume that users make a total of 500 million posts per day, or 5,800 posts
per second on average. Occasionally, the rate can spike to as high as 150,000 posts
per second [4]. Let’s also assume that the average user follows 200 people and has
200 followers (although there is a very wide range: most people have only a handful
of followers, and a few celebrities, such as Barack Obama, have over 100 million
followers).

Representing Users, Posts, and Follows
We keep all the data in a relational database, as shown in Figure 2-1. We have one
table for users, one table for posts, and one table for follow relationships.

Figure 2-1. A simple relational schema for a social network in which users can follow
one another

Let’s say the main read operation that our social network must support is the home
timeline, which displays recent posts by people the user is following (for simplicity
we will ignore ads, suggested posts from people they are not following, and other
extensions). We could write the following SQL query to get the home timeline for a
particular user:
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SELECT posts.*, users.* FROM posts
  JOIN follows ON posts.sender_id = follows.followee_id
  JOIN users   ON posts.sender_id = users.id
  WHERE follows.follower_id = current_user
  ORDER BY posts.timestamp DESC
  LIMIT 1000

To execute this query, the database will use the follows table to find everybody who
current_user is following, look up recent posts by those users, and sort them by
timestamp to get the most recent 1,000 posts by any of the followed users.

Posts are supposed to be timely, so let’s assume that after somebody makes a post, we
want their followers to be able to see it within five seconds. One approach is for the
user’s client to repeat the preceding query every five seconds while the user is online
(this is known as polling). If we assume that 10 million users are online and logged
in at the same time, that would mean running the query 2 million times per second.
Even if we were to poll less frequently, this is a lot.

This query is also quite expensive: if a user is following 200 people, the query needs
to fetch a list of recent posts by each of those 200 people and merge those lists. Two
million timeline queries per second times 200 followed accounts makes 400 million
lookups per second—a huge number. And that’s the average case. Some users follow
tens of thousands of accounts; for them, this query is very expensive to execute and
difficult to make fast.

Materializing and Updating Timelines
How can we do better? First, instead of polling, it would be better if the server
actively pushed new posts to any followers who are currently online. Second, we
should precompute the results of the query so that a user’s request for their home
timeline can be served from a cache.

Imagine that for each user, we store a data structure containing their home timeline
(i.e., the recent posts by people they are following). Every time a user makes a
post, we look up all their followers and insert that post into the home timeline of
each follower—like delivering a message to a mailbox. Now when a user logs in,
we can simply give them this precomputed home timeline. Moreover, to receive a
notification about any new posts on their timeline, the user’s client simply needs to
subscribe to the stream of posts being added to their home timeline.

The downside of this approach is that we now need to do more work every time
a user makes a post, because the home timelines are derived data that needs to be
updated. The process is illustrated in Figure 2-2. When one initial request results in
several downstream requests being carried out, we use the term fan-out to describe
the factor by which the number of requests increases.
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Figure 2-2. Fan-out: delivering new posts to every follower of the user who made the post

At a rate of 5,800 posts per second, if the average post reaches 200 followers (i.e., a
fan-out factor of 200), we will need to do just over 1 million home timeline writes
per second. This is a lot, but it’s still a significant saving compared to the 400 million
per-sender post lookups per second that we would otherwise have to do.

If the rate of posts spikes because of a special event, we don’t have to do the timeline
deliveries immediately—we can enqueue them and accept that it will temporarily take
a bit longer for posts to show up in followers’ timelines. Even during such load spikes,
timelines remain fast to load, since we simply serve them from a cache.

This process of precomputing and updating the results of a query is called materiali‐
zation, and the timeline cache is an example of a materialized view (a concept we will
discuss further in later chapters). The materialized view speeds up reads, but in return
we have to do more work on writes. The cost of writes for most users is modest, but a
social network also has to consider some extreme cases:

• If a user is following a very large number of accounts, and those accounts post•
a lot, that user will have a high rate of writes to their materialized timeline.
However, that user is not likely reading all the posts in their timeline, so it’s OK to
simply drop some of their timeline writes and show the user only a sample of the
posts from the accounts they’re following [5].

• When a celebrity account with a very large number of followers makes a post,•
we have to do a lot of work to insert that post into the home timelines of each
of their millions of followers. In this case, dropping some of those writes is
not OK. One way of solving this problem is to handle celebrity posts separately
from everyone else’s posts: we can save ourselves the effort of adding celebrity
posts to millions of timelines by storing them separately and merging them with
the materialized timeline when it is read. Despite such optimizations, handling
celebrities on a social network can require a lot of infrastructure [6].
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Describing Performance
Most discussions of software performance consider two main types of metric:

Response time
The elapsed time from the moment when a user makes a request until they
receive the requested answer. The unit of measurement is seconds (or milli‐
seconds, or microseconds).

Throughput
The number of requests per second, or the data volume per second, that the
system is processing. For a given allocation of hardware resources, there is a
maximum throughput that can be handled. The unit of measurement is “some‐
things per second.”

In the social network case study, “posts per second” and “timeline writes per second”
are throughput metrics, whereas “time it takes to load the home timeline” and “time
until a post is delivered to followers” are response time metrics.

Throughput and response time are often related. An example of such a relationship
for an online service is sketched in Figure 2-3. The service has a low response
time when request throughput is low, but response time increases as load increases.
This is because of queueing: when a request arrives on a highly loaded system, the
CPU is likely already in the process of handling an earlier request, and therefore
the incoming request needs to wait until the earlier request has been completed. As
throughput approaches the maximum that the hardware can handle, queueing delays
increase sharply.

Figure 2-3. As the throughput of a service approaches its capacity, the response time
increases dramatically because of queueing.
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When an Overloaded System Won’t Recover
If a system is close to overload, with throughput pushed close to the limit, it can
sometimes enter a vicious cycle where it becomes less efficient and hence even
more overloaded. For example, if a long queue of requests is waiting to be handled,
response times may increase so much that clients time out and resend their requests.
This causes the rate of requests to increase even further, making the problem worse—
a retry storm. Even when the load is reduced again, such a system may remain in an
overloaded state until it is rebooted or otherwise reset. This phenomenon is called a
metastable failure, and it can cause serious outages in production systems [7, 8, 9].

To avoid retries overloading a service, you can increase and randomize the time
between successive retries on the client side (exponential backoff [10, 11]) and tem‐
porarily stop sending requests to a service that has returned errors or timed out
recently (by using a circuit breaker [12, 13] or token bucket algorithm [14]). The
server can also detect when it is approaching overload and start proactively rejecting
requests (load shedding [15]), or send back responses asking clients to slow down
(backpressure [1, 16]). The choice of queueing and load balancing algorithms can also
make a difference [17].

In terms of performance metrics, the response time is usually what users care about
the most, whereas the throughput determines the required computing resources (e.g.,
how many servers you need) and hence the cost of serving a particular workload. If
throughput is likely to increase beyond the current hardware’s capability, the capacity
needs to be expanded; a system is said to be scalable if its maximum throughput can
be significantly increased by adding computing resources.

In this section we will focus primarily on response times, and we will return to
throughput and scalability in “Scalability” on page 49.

Latency and Response Time
“Latency” and “response time” are sometimes used interchangeably, but in this book
we will use these and a few related terms in a specific way (illustrated in Figure 2-4):

• The response time is what the client sees; it includes all delays incurred anywhere•
in the system.

• The service time is the duration for which the service is actively processing the•
client’s request.

• Queueing delays can occur at several points in the flow—for example, after a•
request is received, it might need to wait until a CPU is available before it can be
processed, or a response packet might need to be buffered before it is sent over
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the network if other tasks on the same machine are sending a lot of data via the
outbound network interface.

• Latency is a catchall term for time during which a request is not being actively•
processed—that is, during which it is latent. In particular, network latency or
network delay refers to the time that a request and response spend traveling
through the network.

Figure 2-4. Response time, service time, network latency, and queueing delay

In Figure 2-4, time flows from left to right; each communicating node is shown as a
horizontal line, and a request or response message is shown as a thick diagonal arrow
from one node to another. You will encounter this style of diagram frequently over
the course of this book.

The response time can vary significantly from one request to the next, even if you
keep making the same request over and over again. Many factors can add random
delays—for example, a context switch to a background process, the loss of a network
packet and TCP retransmission, a garbage collection pause, a page fault forcing a read
from disk, or mechanical vibrations in the server rack [18]. We will discuss this topic
in more detail in “Timeouts and Unbounded Delays” on page 72.

Queueing delays often account for a large part of the variability in response times. As
a server can process only a small number of things in parallel (limited, for example,
by its number of CPU cores), it takes only a small number of slow requests to hold
up the processing of subsequent requests—an effect known as head-of-line blocking.
Even if those subsequent requests have fast service times, the client will see a slow
overall response time due to the time waiting for the prior request to complete. The
queueing delay is not part of the service time, and for this reason it is important to
measure response times on the client side.
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Average, Median, and Percentiles
Because the response time varies from one request to the next, we need to think of
it not as a single number, but as a distribution of values that we can measure. In
Figure 2-5, each gray bar represents a request to a service, and its height shows how
long that request took. Most requests are reasonably fast, but occasional outliers take
much longer. Variation in network delay is also known as jitter.

Figure 2-5. Illustrating mean and percentiles: response times for a sample of 100 requests
to a service

It’s common to report the average response time of a service (technically, the arith‐
metic mean, which you find by summing all the response times and dividing by the
number of requests). The mean response time is useful for estimating throughput
limits [19]. However, the mean is not a very good metric if you want to know
your “typical” response time, because it doesn’t tell you how many users actually
experienced that delay.

Usually it’s better to use percentiles. If you take your list of response times and sort
it from fastest to slowest, the median is the halfway point—for example, if your
median response time is 200 ms, that means half your requests return in less than
200 milliseconds (ms), and half your requests take longer. This makes the median a
good metric if you want to know how long users typically have to wait. The median is
also known as the 50th percentile, sometimes abbreviated as p50.

To figure out how bad your outliers are, you can look at higher percentiles: the
95th, 99th, and 99.9th percentiles are common (abbreviated p95, p99, and p999). For
example, if the 95th percentile response time is 1.5 seconds, that means 95 out of
100 requests take less than 1.5 seconds, and 5 out of 100 requests take 1.5 seconds or
more. This is illustrated in Figure 2-5.

High response-time percentiles, also known as tail latencies, are important because
they directly affect users’ experience of the service. For example, Amazon describes
response time requirements for internal services in terms of the 99.9th percentile,
even though this affects only 1 in 1,000 requests. This is because the customers with
the slowest requests are often those who have the most data on their accounts, as
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they have made many purchases—that is, they’re the most valuable customers [20].
It’s important to keep those customers happy by ensuring the website is fast for them.

Optimizing the 99.99th percentile (the slowest 1 in 10,000 requests) was deemed too
expensive and found to not yield enough benefit for Amazon’s purposes. Reducing
response times at very high percentiles is difficult because they are easily affected by
random events outside of your control, and the benefits are diminishing.

The User Impact of Response Times
It seems obvious that a fast service is better for users than a slow service [21].
However, it is surprisingly difficult to get hold of reliable data to quantify the effect
that latency has on user behavior.

Some often-cited statistics are unreliable. In 2006, for example, Google reported that
a slowdown in search results from 400 ms to 900 ms was associated with a 20% drop
in traffic and revenue [22]. However, another Google study from 2009 reported that
a 400 ms increase in latency resulted in only 0.6% fewer searches per day [23], and in
the same year Bing found that a two-second increase in load time reduced ad revenue
by 4.3% [24]. Newer data from these companies appears not to be publicly available.

A more recent Akamai study claims that a 100 ms increase in response time reduced
the conversion rate of ecommerce sites by up to 7% [25]; on closer inspection,
though, the same study reveals that very fast page load times are also correlated with
lower conversion rates! This seemingly paradoxical result is explained by the fact
that the pages that load fastest are often those that have no useful content (e.g., 404
error pages). However, since the study makes no effort to separate the effects of page
content from the effects of load time, its results are probably not meaningful.

A study by Yahoo conducted the following year compared click-through rates on fast-
loading versus slow-loading search results, controlling for quality of search results
[26]. It reports 20%–30% more clicks on fast searches when the difference between
fast and slow responses is 1.25 seconds or more.

Use of Response Time Metrics
High percentiles are especially important in backend services that are called multiple
times as part of serving a single end-user request. Even if you make the calls in
parallel, the request still needs to wait for the slowest of the parallel calls to complete.
It takes just one slow call to make the entire end-user request slow, as illustrated in
Figure 2-6. Even if only a small percentage of backend calls are slow, the chance of
getting a slow call increases if an end-user request requires multiple backend calls, so
a higher proportion of such end-user requests end up being slow (an effect known as
tail latency amplification [27]).
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Figure 2-6. When several backend calls are needed to serve a request, just a single slow
call can slow down the entire end-user request.

Percentiles are often used in service level objectives (SLOs) and service level agreements
(SLAs) as ways of defining the expected performance and availability of a service
[28]. For example, an SLO may set a target for a service to have a median response
time of less than 200 ms and a 99th percentile under 1 second, and a target that at
least 99.9% of valid requests result in non-error responses. An SLA is a contract that
specifies what happens if the SLO is not met (e.g., customers may be entitled to a
refund). That’s the basic idea, at least; in practice, defining good availability metrics
for SLOs and SLAs is not straightforward [29, 30].

Computing Percentiles
If you want to add response time percentiles to the monitoring dashboards for your
services, you need to efficiently calculate them on an ongoing basis. For example,
you may want to keep a rolling window of response times for requests in the last
10 minutes. Every minute, you calculate the median and various percentiles over the
values in that window and plot those metrics on a graph.

The simplest implementation is to keep a list of response times for all requests
within the time window and sort that list every minute. If that is too inefficient for
you, there are algorithms that can calculate a good approximation of percentiles at
minimal CPU and memory cost. Open source percentile estimation libraries include
HdrHistogram [31], t-digest [32, 33], OpenHistogram [34], and DDSketch [35].

Beware that averaging percentiles (e.g., to reduce the time resolution or to combine
data from several machines) is mathematically meaningless. The right way of aggre‐
gating response time data is to add the histograms [36].
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Reliability and Fault Tolerance
Everybody has an intuitive idea of what it means for something to be reliable or
unreliable. For software, typical expectations include the following:

• The application performs the function that the user expected.•
• The application can tolerate the user making mistakes or using the software in•

unexpected ways.
• Its performance is good enough for the required use case, under the expected•

load and data volume.
• The system prevents any unauthorized access and abuse.•

If all those things together mean “working correctly,” then we can understand reliabil‐
ity as meaning, roughly, “continuing to work correctly, even when things go wrong.”
To be more precise about things going wrong, we will distinguish between faults and
failures [37, 38, 39]:

Fault
A fault occurs when a particular part of a system stops working correctly—for
example, if a single hard drive malfunctions, or a single machine crashes, or an
external service (that the system depends on) has an outage.

Failure
A failure occurs when the system as a whole stops providing the required service
to the user—in other words, when it does not meet the SLO.

The distinction between faults and failures can be confusing because they are the
same thing, just at different levels. For example, if a hard drive stops working, we say
that the hard drive has failed; if the system consists of only that one hard drive, it
has stopped providing the required service and thus has also failed. However, if the
system consists of multiple hard drives, the failure of a single hard drive is only a fault
from the point of view of the bigger system, and the bigger system might be able to
tolerate that fault by having a copy of the data on another hard drive.

Fault Tolerance
We call a system fault-tolerant if it continues providing the required service to users
in spite of certain faults occurring. If a system cannot tolerate a certain part becoming
faulty, we call that part a single point of failure (SPOF), because a fault in that part
escalates to cause the failure of the whole system.

For example, in the social network case study, a fault that might happen is that
during the fan-out process, a machine involved in updating the materialized timelines
crashes or become unavailable. To make this process fault-tolerant, we would need to
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ensure that another machine can take over this task without missing any posts that
should have been delivered, and without duplicating any posts. (This idea is known as
exactly-once semantics, and we will examine it in detail in Chapter 12.)

Fault tolerance is always limited to a certain number of certain types of faults. For
example, a system might be able to tolerate a maximum of two hard drives failing at
the same time, or a maximum of one out of three nodes crashing. It would not make
sense to tolerate any number of faults; if all nodes crash, nothing can be done. If the
entire planet Earth (and all servers on it) were swallowed by a black hole, tolerance
of that fault would require web hosting in space—good luck getting that budget item
approved.

Counterintuitively, in such fault-tolerant systems, it can make sense to increase the rate
of faults by triggering them deliberately—for example, by randomly killing individual
processes without warning. This is called fault injection. Many critical bugs are actually
due to poor error handling [40]; by deliberately inducing faults, you ensure that the
fault-tolerance machinery is continually exercised and tested, which can increase your
confidence that faults will be handled correctly when they occur naturally. Chaos engi‐
neering is a discipline that aims to improve confidence in fault-tolerance mechanisms
through experiments such as deliberately injecting faults [41].

Although we generally prefer tolerating faults over preventing faults, in some cases
where prevention is better than cure (e.g., because no cure exists). This is the case
with security matters, for example; if an attacker has compromised a system and
gained access to sensitive data, that event cannot be undone. However, this book
mostly deals with the kinds of faults that can be cured, as described in the following
sections.

Hardware and Software Faults
When we think of causes of system failure, hardware faults quickly come to mind:

• Approximately 2%–5% of magnetic hard drives fail per year [42, 43]; in a storage•
cluster with 10,000 disks, we should therefore expect on average one disk failure
per day. Recent data suggests that disks are getting more reliable, but failure rates
remain significant [44].

• Approximately 0.5%–1% of solid state drives (SSDs) fail per year [45]. Small•
numbers of bit errors are corrected automatically [46], but uncorrectable errors
occur approximately once per year per drive, even in drives that are fairly new
(i.e., that have experienced little wear). This error rate is higher than that of
magnetic hard drives [47, 48].

• Other hardware components (such as power supplies, RAID controllers, and•
memory modules) also fail, although less frequently than hard drives [49, 50].
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• Approximately 1 in 1,000 machines has a CPU core that occasionally computes•
the wrong result, likely because of manufacturing defects [51, 52, 53]. In some
cases an erroneous computation leads to a crash, but in other cases it leads to a
program simply returning the wrong result.

• Data in RAM can be corrupted, either because of random events such as cosmic•
rays or because of permanent physical defects. Even when memory with error-
correcting codes (ECC) is used, more than 1% of machines encounter an uncor‐
rectable error in a given year, which typically leads to a crash of the machine and
the affected memory module needing to be replaced [54]. Furthermore, certain
pathological memory access patterns can flip bits with high probability [55].

• An entire datacenter might become unavailable (e.g., because of a power outage•
or network misconfiguration) or even be permanently destroyed (e.g., by fire,
flood, or earthquake [56]). A solar storm, which induces large electrical currents
in long-distance wires when the sun ejects a large mass of charged particles,
could damage power grids and undersea network cables [57]. Although such
large-scale failures are rare, their impact can be catastrophic if a service cannot
tolerate the loss of a datacenter [58].

These events are rare enough that you often don’t need to worry about them when
working on a small system, as long as you can easily replace hardware that becomes
faulty. However, in a large-scale system, hardware faults happen often enough that
they become part of normal system operation.

Tolerating hardware faults through redundancy
Our first response to unreliable hardware is usually to add redundancy to the individ‐
ual hardware components in order to reduce the failure rate of the system. Disks may
be set up in a RAID configuration (spreading data across multiple disks in the same
machine so that a failed disk does not cause data loss), servers may have dual power
supplies and hot-swappable CPUs, and datacenters may have batteries and diesel
generators for backup power. Such redundancy can often keep a machine running
uninterrupted for years.

Redundancy is most effective when component faults are independent—that is, when
the occurrence of one fault does not change the likelihood that another fault will
occur. However, experience has shown significant correlations between component
failures [43, 59, 60]. Unavailability of an entire server rack or an entire datacenter still
happens more often than we would like.

Hardware redundancy increases the uptime of a single machine; however, as dis‐
cussed in “Distributed Versus Single-Node Systems” on page 19, using a distributed
system has advantages, such as being able to tolerate a complete outage of one
datacenter. For this reason, cloud systems tend to focus less on the reliability of
individual machines and instead aim to make services highly available by tolerating
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faulty nodes at the software level. Cloud providers use availability zones to identify
which resources are physically co-located; resources in the same place are more likely
to fail at the same time than geographically separated resources.

The fault-tolerance techniques we discuss in this book are designed to tolerate the
loss of entire machines, racks, or availability zones. They generally work by allowing a
machine in one datacenter to take over when a machine in another datacenter fails or
becomes unreachable. We will discuss such techniques for fault tolerance in Chapters
6, 10, and various other points in this book.

Systems that can tolerate the loss of entire machines also have operational advantages.
A single-server system requires planned downtime if you need to reboot the machine
(to apply operating system security patches, for example), whereas a multi-node fault-
tolerant system can be patched by restarting one node at a time, without affecting
the service for users. This is called a rolling upgrade, and we will discuss it further in
Chapter 5.

Software faults
Although hardware failures can be weakly correlated, they are still mostly independ‐
ent—for example, if one disk fails, other disks in the same machine will likely be
fine, at least for a while. On the other hand, software faults are often very highly
correlated, because it is common for many nodes to run the same software and thus
have the same bugs [61, 62]. Such faults are harder to anticipate, and they tend to
cause many more system failures than uncorrelated hardware faults [49]. Examples
include the following:

• A software bug that causes every node to fail at the same time in particular•
circumstances. For instance, on June 30, 2012, a leap second caused many Java
applications to hang simultaneously because of a bug in the Linux kernel, bring‐
ing down several internet services [63]. And because of a firmware bug, all SSDs
of certain models suddenly fail after precisely 32,768 hours of operation (less
than four years), rendering the data on them unrecoverable [64].

• A runaway process that uses up a shared, limited resource, such as CPU time,•
memory, disk space, network bandwidth, or threads [65]. For instance, a process
that consumes too much memory while processing a large request may be killed
by the operating system, or a bug in a client library could cause a much higher
request volume than anticipated [66].

• A service that the system depends on slows down, becomes unresponsive, or•
starts returning corrupted responses.

• An interaction between different systems results in emergent behavior that does•
not occur when each system is tested in isolation [67].
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• Cascading failures, where a problem in one component causes another compo‐•
nent to become overloaded and slow down, which in turn brings down another
component [68, 69].

The bugs that cause these kinds of software faults often lie dormant for a long time
until they are triggered by an unusual set of circumstances. In those circumstances,
it is revealed that the software is making some kind of assumption about its environ‐
ment—and while that assumption is usually true, it eventually stops being true for
some reason [70, 71].

The problem of systematic faults in software has no quick solution. Lots of small
things can help: carefully thinking about assumptions and interactions in the system;
thorough testing; ensuring process isolation; allowing processes to crash and restart;
avoiding feedback loops such as retry storms (see “When an Overloaded System
Won’t Recover” on page 38); measuring, monitoring, and analyzing system behavior
in production.

Humans and Reliability
Humans design and build software systems, and the operators who keep the systems
running are also human. Unlike machines, humans don’t just follow rules; one of
their strengths is being creative and adaptive in getting their jobs done. However, this
characteristic also leads to unpredictability, and sometimes to mistakes that can lead to
failures, despite best intentions. For example, one study of large internet services found
that configuration changes by operators were the leading cause of outages, whereas
hardware faults (servers or network) played a role in only 10%–25% of cases [72].

It is tempting to label such problems as “human error” and to wish that they could
be solved by better controlling human behavior through tighter procedures and com‐
pliance with rules. However, blaming people for mistakes is counterproductive. What
we call “human error” is not really the cause of an incident, but rather a symptom of
a problem with the sociotechnical system in which people are trying their best to do
their jobs [73]. Often complex systems have emergent behavior, in which unexpected
interactions between components may also lead to failures [74].

Various technical measures can help minimize the impact of human mistakes, includ‐
ing thorough testing (both handwritten tests and property testing on lots of random
inputs) [40], rollback mechanisms for quickly reverting configuration changes, grad‐
ual rollouts of new code, detailed and clear monitoring, observability tools for diag‐
nosing production issues (see “Problems with Distributed Systems” on page 20), and
well-designed interfaces that encourage “the right thing” and discourage “the wrong
thing.”
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However, these all require an investment of time and money, and in the prag‐
matic reality of everyday business, organizations often prioritize revenue-generating
activities over measures that increase their systems’ resilience against mistakes. Given
a choice between more features and more testing, many organizations understanda‐
bly choose features. Then, when a preventable mistake inevitably occurs, blaming the
person who made the mistake does not make sense; the problem is the organization’s
priorities.

Increasingly, organizations are adopting a culture of blameless postmortems: after
an incident, the people involved are encouraged to share full details about what
happened, without fear of punishment, since this allows others in the organization
to learn how to prevent similar problems in the future [75]. This process may
uncover a need to change business priorities, invest in areas that have been neglected,
change the incentives for the people involved, or bring another systemic issue to
management’s attention.

As a general principle, when investigating an incident, you should be suspicious
of simplistic answers. “Bob should have been more careful when deploying that
change” is not productive, but neither is “We must rewrite the backend in Haskell.”
Instead, management should take the opportunity to learn the details of how the
sociotechnical system works from the point of view of the people who work with it
every day, and take steps to improve it based on this feedback [73].

How Important Is Reliability?
Reliability is not just for nuclear power stations and air traffic control; more mundane
applications are also expected to work reliably. Bugs in business applications lead
to lost productivity (and legal risks if figures are reported incorrectly), and outages
of ecommerce sites can have huge costs in terms of lost revenue and damage to
reputation.

In many applications, a temporary outage of a few minutes or even a few hours is
tolerable [76], but permanent data loss or corruption would be catastrophic. Consider
a parent who stores all their pictures and videos of their children in your photo
application [77]. How would they feel if that database was suddenly corrupted?
Would they know how to restore their collection from a backup?

As another example of how unreliable software can harm people, consider the Post
Office Horizon scandal. Between 1999 and 2019, hundreds of people managing Post
Office branches in Britain were convicted of theft or fraud because the accounting
software showed a shortfall in their accounts. Eventually it became clear that many
of these shortfalls were due to bugs in the software, resulting in many of these
convictions being overturned [78]. What led to this, probably the largest miscarriage
of justice in British history, is an assumption by English law that computers operate
correctly (and hence, evidence produced by computers is reliable) unless evidence
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exists to the contrary [79]. Software engineers may laugh at the idea that software
could ever be bug-free, but this is little solace to the people who were wrongfully
imprisoned, declared bankruptcy, or even committed suicide as a result of a wrongful
conviction due to an unreliable computer system.

In some situations we may choose to sacrifice reliability in order to reduce develop‐
ment cost (e.g., when developing a prototype product for an unproven market)—but
we should be very conscious of when we are cutting corners and keep in mind the
potential consequences. 

Scalability
Even if a system is working reliably today, that doesn’t mean it will necessarily work
reliably in the future. One common reason for degradation is increased load. Perhaps
the system has grown from 10,000 concurrent users to 100,000 concurrent users, or
from 1 million to 10 million. Perhaps it is processing much larger volumes of data
than it did before.

Scalability is the term we use to describe a system’s ability to cope with increased load.
Sometimes, when discussing scalability, people make comments along the lines of,
“You’re not Google or Amazon. Stop worrying about scale and just use a relational
database.” Whether this maxim applies to you depends on the type of application you
are building.

If you are building a new product that currently has only a small number of users,
perhaps at a startup, the overriding engineering goal is usually to keep the system
as simple and flexible as possible so that you can easily modify and adapt the
features of your product as you learn more about customers’ needs [80]. In such
an environment, it is counterproductive to worry about hypothetical scale that might
be needed in the future. In the best case, investments in scalability are wasted effort
and premature optimization; in the worst case, they lock you into an inflexible design
and make it harder to evolve your application.

Scalability is not a one-dimensional label—it is meaningless to say “X is scalable”
or “Y doesn’t scale.” Rather, discussing scalability means considering questions like
these:

• If the system grows in a particular way, what are our options for coping with the•
growth?

• How can we add computing resources to handle the additional load?•
• Based on current growth projections, when will we hit the limits of our current•

architecture?
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If you succeed in making your application popular, and therefore are handling a
growing amount of load, you will learn where your performance bottlenecks lie and
along which dimensions you need to scale. At that point, it’s time to start worrying
about techniques for scalability.

Understanding Load
First, you need a clear understanding of the current load on the system. Only then
can you discuss growth questions (“What happens if our load doubles?”). Often this
will be a measure of throughput—for example, the number of requests per second
to a service, the number of gigabytes of new data arriving per day, or the number of
shopping cart checkouts per hour. Sometimes you care about the peak of a variable
quantity, such as the number of simultaneously online users in our social network
case study.

Often other statistical characteristics of the load affect the access patterns and hence
the scalability requirements. For example, you may need to know the ratio of reads
to writes in a database, the hit rate on a cache, or the number of data items per
user (followers, in our case study). Perhaps the average case is what matters for you,
or perhaps your bottleneck is dominated by a small number of extreme cases. It all
depends on the details of your particular application.

Once you understand the load on your system, you can investigate what happens
when the load increases. You can look at this in two ways:

• When you increase the load in a certain way and keep the system resources•
(CPUs, memory, network bandwidth, etc.) unchanged, how is the performance
of your system affected?

• When you increase the load in a certain way, how much do you need to increase•
the resources if you want to keep performance unchanged?

Usually the goal is to keep the performance of the system within the requirements of
the SLA (see “Use of Response Time Metrics” on page 41) while also minimizing the
cost of running the system. The greater the required computing resources, the higher
the cost. Some types of hardware might be more cost-effective than others, and these
factors may change over time as new types of hardware become available.

If doubling the resources will enable you to handle twice the load while keeping
performance the same, we say that you have linear scalability, and this is considered a
good thing. Occasionally it is possible to handle twice the load with less than double
the resources, because of economies of scale or a better distribution of peak load [81,
82]. Much more likely is that the cost grows faster than linearly. There may be many
reasons for the inefficiency; for example, if you have a lot of data, processing a single
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write request may involve more work than if you have a small amount of data, even if
the size of the request is the same.

Shared-Memory, Shared-Disk, and Shared-Nothing Architectures
The simplest way of increasing the hardware resources of a service is to move it to
a more powerful machine. Individual CPU cores are no longer getting significantly
faster, but you can buy a machine (or rent a cloud instance) with more CPU cores,
more RAM, and more disk space. This approach is called vertical scaling or scaling up.

You can get parallelism on a single machine by using multiple processes or threads.
All the threads belonging to the same process can access the same RAM, and hence
this approach is also called a shared-memory architecture. The problem with a shared-
memory approach is that the cost grows faster than linearly; a high-end machine with
twice the hardware resources of a lower-spec machine typically costs significantly
more than twice as much. And because of bottlenecks, that machine is unlikely to
actually be able to handle twice the load.

Another approach is the shared-disk architecture, which uses several machines with
independent CPUs and RAM but stores data on an array of disks that is shared
among the machines, which are connected via a fast network: network-attached stor‐
age (NAS) or a storage area network (SAN). This architecture has traditionally been
used for on-premises data warehousing workloads, but contention and the overhead
of locking limit the scalability of the shared-disk approach [83].

By contrast, the shared-nothing architecture [84] (also called horizontal scaling or
scaling out) involves a distributed system with multiple nodes, each of which has its
own CPUs, RAM, and disks. Any coordination between nodes is done at the software
level, via a conventional network.

The advantages of this approach, which has gained popularity in recent years, are that
it has the potential to scale linearly, it can use whatever hardware offers the best price/
performance ratio (especially in the cloud), it can more easily adjust its hardware
resources as load increases or decreases, and it can achieve greater fault tolerance
by distributing the system across multiple datacenters and regions. The downsides
are that it requires explicit sharding (see Chapter 7) and incurs all the complexity of
distributed systems (discussed in Chapter 9).

Some cloud native database systems use separate services for storage and transaction
execution (see “Separation of storage and compute” on page 16), with multiple
compute nodes sharing access to the same storage service. This model has some
similarity to a shared-disk architecture, but it avoids the scalability problems of older
systems. Instead of providing a filesystem (NAS) or block device (SAN) abstraction,
the storage service offers a specialized API that is designed for the specific needs of
the database [85].
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Principles for Scalability
The architecture of systems that operate at large scale is usually highly specific to the
application. There is no such thing as a generic, one-size-fits-all scalable architecture
(informally known as magic scaling sauce). For example, a system designed to handle
100,000 requests per second, each 1 kB in size, looks very different from a system
designed for 3 requests per minute, each 2 GB in size—even though the two systems
have the same data throughput (100 MB/second).

Moreover, an architecture that is appropriate for one level of load is unlikely to cope
with 10 times that load. If you are working on a fast-growing service, it is therefore
probable that you will need to rethink your architecture on every order of magnitude
load increase. As the needs of the application are likely to evolve, it is usually not
worth planning future scaling needs more than one order of magnitude in advance.

A good general principle for scalability is to break a system into smaller components
that can operate largely independently from one another. This is the underlying prin‐
ciple behind microservices (see “Microservices and Serverless” on page 21), sharding
(Chapter 7), stream processing (Chapter 12), and shared-nothing architectures. The
challenge lies in knowing where to draw the line between things that should be
together and things that should be apart. Design guidelines for microservices can be
found in other books [86], and we discuss sharding of shared-nothing systems in
Chapter 7.

Another good principle is not to make things more complicated than necessary. If
a single-machine database will do the job, it’s probably preferable to a complicated
distributed setup. Autoscaling systems (which automatically add or remove resources
in response to demand) are cool, but if your load is fairly predictable, a manually
scaled system may have fewer operational surprises (see Chapter 7). A system with 5
services is simpler than one with 50. Good architectures usually involve a pragmatic
mixture of approaches. 

Maintainability
Software does not wear out or suffer material fatigue, so it does not break in the same
ways as mechanical objects do. But the requirements for an application frequently
evolve, the environment that the software runs in changes (such as its dependencies
and the underlying platform), and it may have bugs that need fixing.

It is widely recognized that the majority of the cost of software is not in its initial
development but in its ongoing maintenance—fixing bugs, keeping its systems opera‐
tional, investigating failures, adapting it to new platforms, modifying it for new use
cases, repaying technical debt, and adding new features [87, 88].
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Maintenance can be complex, especially for legacy systems. A system that has been
successfully running for a long time may well use outdated technologies that not
many engineers understand today (such as mainframes and COBOL code), and
institutional knowledge of how and why the system was designed in a certain way
may have been lost as people have left the organization. Fixing other people’s mistakes
might also be necessary. Because computer systems are often intertwined with the
human organizations they support, maintenance of such systems is as much a people
problem as a technical one [89].

Every system we create today will one day become a legacy system if it is valuable
enough to survive for a long time. To minimize the pain for future generations
who need to maintain our software, we should design it with maintenance in mind.
Although we cannot always predict which decisions might create maintenance head‐
aches in the future, in this book we will pay attention to several principles that are
widely applicable:

Operability
Make it easy for the organization to keep the system running smoothly.

Simplicity
Make it easy for new engineers to understand the system, by implementing it
using well-understood, consistent patterns and structures and avoiding unneces‐
sary complexity.

Evolvability
Make it easy for engineers to make changes to the system in the future, adapting
it and extending it for unanticipated use cases as requirements change.

Operability: Making Life Easy for Operations
We previously discussed the role of operations in “Operations in the Cloud Era”
on page 17, and we saw that human processes are at least as important for reliable
operations as software tools. In fact, it has been suggested that “good operations can
often work around the limitations of bad (or incomplete) software, but good software
cannot run reliably with bad operations” [62].

In large-scale systems consisting of many thousands of machines, manual mainte‐
nance would be unreasonably expensive, and automation is essential. However, auto‐
mation can be a two-edged sword. There will always be edge cases (such as rare
failure scenarios) that require manual intervention from the operations team, and
since the cases that cannot be handled automatically tend to be the most complex,
greater automation requires a more skilled operations team that can resolve those
issues [90].

Additionally, an automated system that goes wrong is often harder to troubleshoot
than a system that relies on an operator to perform some actions manually. For that
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reason, more automation is not always better for operability. However, some amount
of automation is important—the sweet spot will depend on the specifics of your
particular application and organization.

Good operability means making routine tasks easy, allowing the operations team to
focus on high-value activities. Data systems can help by doing the following [91]:

• Allowing monitoring tools to check the system’s key metrics and supporting•
observability tools (see “Problems with Distributed Systems” on page 20) to give
insights into the system’s runtime behavior. A variety of commercial and open
source tools can help here [92].

• Avoiding dependency on individual machines (allowing machines to be taken•
down for maintenance while the system as a whole continues running uninter‐
rupted).

• Providing good documentation and an easy-to-understand operational model•
(“If I do X, Y will happen”).

• Providing good default behavior, but also giving administrators the freedom to•
override defaults when needed.

• Self-healing where appropriate, but also giving administrators manual control•
over the system state when needed.

• Exhibiting predictable behavior, minimizing surprises.•

Simplicity: Managing Complexity
Small software projects can have delightfully simple and expressive code, but as
projects get larger, they often become very complex and difficult to understand. This
complexity slows down everyone who needs to work on the system, further increas‐
ing the cost of maintenance. A software project mired in complexity is sometimes
described as a big ball of mud [93].

When complexity makes maintenance hard, budgets and schedules are often overrun.
In complex software, there is also a greater risk of introducing bugs when making
a change. When the system is harder for developers to understand and reason
about, hidden assumptions, unintended consequences, and unexpected interactions
are more easily overlooked [71]. Conversely, reducing complexity greatly improves
the maintainability of software, and thus simplicity should be a key goal for the
systems we build.

Simple systems are easier to understand, so we should try to solve a given problem
in the simplest way possible. Unfortunately, this is easier said than done. Whether
something is simple is often a subjective matter, as there is no objective standard of
simplicity [94]. For example, one system may hide a complex implementation behind
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a simple interface, whereas another may have a simple implementation that exposes
more internal detail to its users—which one is simpler?

One attempt at reasoning about complexity breaks it into two categories: essential
and accidental [95]. The idea is that essential complexity is inherent in the problem
domain of the application, while accidental complexity arises only because of limita‐
tions of our tooling. Unfortunately, this distinction is also flawed, because boundaries
between the essential and the accidental shift as our tooling evolves [96].

One of the best tools we have for managing complexity is abstraction. A good
abstraction can hide a great deal of implementation detail behind a clean, simple-
to-understand façade. A good abstraction can also be used for a wide range of
applications. Not only is this reuse more efficient than reimplementing a similar thing
multiple times, but it also leads to higher-quality software, as quality improvements
in the abstracted component benefit all applications that use it.

For example, high-level programming languages are abstractions that hide machine
code, CPU registers, and system calls. SQL is an abstraction that hides complex
on-disk and in-memory data structures, concurrent requests from other clients, and
inconsistencies after crashes. Of course, when programming in a high-level language,
we are still using machine code; we are just not using it directly, because the program‐
ming language abstraction saves us from having to think about it.

Abstractions for application code that aim to reduce its complexity can be created
using methodologies such as design patterns [97] and domain-driven design (DDD)
[98]. This book is not about such application-specific abstractions, but rather about
general-purpose abstractions on top of which you can build your applications, such
as database transactions, indexes, and event logs. If you want to use techniques such
as DDD, you can implement them on top of the foundations described in this book.

Evolvability: Making Change Easy
It’s extremely unlikely that your system’s requirements will remain unchanged forever.
They are much more likely to be in constant flux: you learn new facts, previously
unanticipated use cases emerge, business priorities change, users request new fea‐
tures, new platforms replace old platforms, legal or regulatory requirements change,
growth of the system forces architectural changes, etc.

In terms of organizational processes, Agile working patterns provide a framework for
adapting to change. The Agile community has also developed technical tools and pro‐
cesses that are helpful when building software in a frequently changing environment,
such as test-driven development (TDD) and refactoring. In this book, we search for
ways of increasing agility at the level of a system consisting of several applications or
services with different characteristics.
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The ease with which you can modify a data system and adapt it to changing require‐
ments is closely linked to its simplicity and its abstractions. Loosely coupled, simple
systems are usually easier to modify than tightly coupled, complex ones. Since this
is such an important idea, we will use a different word to refer to agility on a data
system level: evolvability [99].

One major factor that makes change difficult in large systems is irreversibility [100].
For example, say you are migrating from one database to another. If you cannot
switch back to the old system in case of problems with the new one, the stakes are
much higher than if you can easily go back. Therefore, irreversible actions need to be
taken very carefully. Minimizing irreversibility improves flexibility. 

Summary
In this chapter we examined several examples of nonfunctional requirements: per‐
formance, reliability, scalability, and maintainability. Through these topics, we also
encountered principles and terminology that will be relevant throughout the rest of
the book.

We started with a case study of implementing home timelines in a social network,
which illustrated some of the challenges that arise at scale. We then discussed how to
measure performance (e.g., using response time percentiles) and the load on a system
(e.g., using throughput metrics), and how these metrics are used in SLAs. Scalability
is a closely related concept: it focuses on ensuring that performance stays the same
when the load grows. We saw some general principles for scalability, such as breaking
a task into smaller parts that can operate independently, and we will dive into greater
technical detail on scalability techniques in the following chapters.

To achieve reliability, you can use fault-tolerance techniques, which allow a system
to continue providing its services even if a component (e.g., a disk, a machine, or
another service) is faulty. We saw examples of hardware faults that can occur and
distinguished them from software faults, which can be harder to deal with because
they are often strongly correlated. Another aspect of achieving reliability is to build
resilience against humans making mistakes, and we saw blameless postmortems as a
technique for learning from incidents.

Finally, we examined several facets of maintainability, including supporting the work
of operations teams, managing complexity, and making it easy to evolve an applica‐
tion’s functionality over time. There are no easy answers to how to achieve these
goals, but one approach that can help is to build applications using well-understood
building blocks that provide useful abstractions. The rest of this book will cover a
selection of building blocks that have proved to be valuable in practice.
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CHAPTER 9

The Trouble with Distributed Systems

They’re funny things, Accidents. You never have them till you’re having them.
—A.A. Milne, The House at Pooh Corner (1928)

As discussed in “Reliability and Fault Tolerance” on page 43, making a system reliable
means ensuring that the system as a whole continues working, even when things go
wrong (i.e., when there is a fault). However, anticipating all the possible faults and
handling them is not that easy. As a developer, it is very tempting to focus mostly on
the happy path (after all, most of the time things work fine!) and to neglect faults,
since they introduce a lot of edge cases.

If you want your system to be reliable in the presence of faults, you have to radically
change your mindset and focus on what could go wrong, even though it may be
unlikely. It doesn’t matter whether there is only a one-in-a-million chance; in a
large enough system, one-in-a-million events happen every day. Experienced systems
operators will tell you that anything that can go wrong will go wrong.

Working with distributed systems is also fundamentally different from writing soft‐
ware on a single computer—the main difference being that things can go wrong in
lots of new and exciting ways 1, 2]. In this chapter, you will get a taste of the problems
that arise in practice and an understanding of what you can and cannot rely on.

To understand the challenges we are up against, we will turn our pessimism up to the
maximum and explore the many types of things that may go wrong in a distributed
system, including problems with networks as well as clocks and timing issues. The
consequences of all these issues are disorienting, so we’ll also explore how to think
about the state of a distributed system and how to reason about things that have
happened. In Chapter 10, we will look at some examples of how we can achieve fault
tolerance in the face of these events.
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Faults and Partial Failures
When you are writing a program on a single computer, it normally behaves in a fairly
predictable way: either it works or it doesn’t. Buggy software may give the appearance
that the computer is sometimes “having a bad day” (a problem that is often fixed by a
reboot), but that is mostly just a consequence of badly written software.

There is no fundamental reason that software on a single computer should be flaky.
When the hardware is working correctly, the same operation always produces the
same result (it is deterministic). If there is a hardware problem (e.g., memory corrup‐
tion or a loose connector), the consequence is usually a total system failure (e.g.,
kernel panic, “blue screen of death,” failure to start up). An individual computer with
good software is usually either fully functional or entirely broken, but not something
in between.

This is a deliberate choice in the design of computers. If an internal fault occurs, we
prefer a computer to crash completely rather than returning a wrong result, because
wrong results are difficult and confusing to deal with. Thus, computers hide the
fuzzy physical reality on which they are implemented and present an idealized system
model that operates with mathematical perfection. A CPU instruction always does
the same thing; if you write some data to memory or disk, that data remains intact
and doesn’t get randomly corrupted. As discussed in “Hardware and Software Faults”
on page 44, this is not actually true—in reality, data does get silently corrupted and
CPUs do sometimes silently return the wrong result—but it happens rarely enough
that we can get away with ignoring it.

When you are writing software that runs on several computers, connected by a
network, the situation is fundamentally different. In distributed systems, faults occur
much more frequently, so we can no longer ignore them—we have no choice but
to confront the messy reality of the physical world. And in the physical world, a
remarkably wide range of things can go wrong, as illustrated by this anecdote [3]:

In my limited experience I’ve dealt with long-lived network partitions in a single data
center (DC), PDU [power distribution unit] failures, switch failures, accidental power
cycles of whole racks, whole-DC backbone failures, whole-DC power failures, and
a hypoglycemic driver smashing his Ford pickup truck into a DC’s HVAC [heating,
ventilation, and air conditioning] system. And I’m not even an ops guy.

—Coda Hale

In a distributed system, there may well be some parts of the system that are broken in
an unpredictable way, even though other parts of the system are working fine. This is
known as a partial failure. The difficulty is that partial failures are nondeterministic: if
you try to do anything involving multiple nodes and the network, it may sometimes
work and sometimes unpredictably fail. As we shall see, you may not even know
whether something succeeded!
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This nondeterminism and possibility of partial failures is what makes distributed 
systems hard to work with [4]. On the other hand, if a distributed system can tolerate 
partial failures, that opens up powerful possibilities—for example, it means we can 
perform a rolling upgrade, rebooting one node at a time to install software updates 
while the system as a whole continues working uninterrupted. Fault tolerance there‐
fore allows us to make distributed systems more reliable than single-node systems; we 
can build a reliable system from unreliable components.

But before we can implement fault tolerance, we need to know more about the 
faults that we’re supposed to tolerate. It is important to consider a wide range of 
possible faults—even fairly unlikely ones—and to artificially create such situations 
in your testing environment to see what happens. In distributed systems, suspicion, 
pessimism, and paranoia pay off.

Unreliable Networks
In the past, older computers such as mainframes were made reliable by ensuring 
that individual components were redundant—for example, by employing RAID to 
sustain individual disk failures. As discussed in “Shared-Memory, Shared-Disk, and 
Shared-Nothing Architectures” on page 51, the distributed systems we focus on in 
this book are mostly shared-nothing systems: a bunch of machines connected by a 
network. Instead of having redundancy of components within a single machine, 
shared-nothing systems use replication across separate machines for redundancy. The 
network is the only way these machines can communicate. We assume that each 
machine has its own memory and disk, and one machine cannot access another 
machine’s memory or disk (except by making requests to a service over the network). 
Even when storage is shared, such as with object storage, machines communicate 
with shared storage services over the network.

The internet and most internal networks in datacenters (often Ethernet) are asynchro‐
nous packet networks. In this kind of network, one node can send a message (a 
packet) to another node, but the network gives no guarantees as to when it will arrive 
or whether it will arrive at all. If you send a request and expect a response, many 
things could go wrong (some of which are illustrated in Figure 9-1):

• Your request may have been lost (perhaps someone unplugged a network cable).•
• Your request may be waiting in a queue and will be delivered later (perhaps the•

network or the recipient is overloaded).
• The remote node may have failed (perhaps it crashed or it was powered down).•
• The remote node may have temporarily stopped responding (perhaps it is expe‐•

riencing a long GC pause; see “Process Pauses” on page 86), but it will start
responding again later.
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• The remote node may have processed your request, but the response has been•
lost on the network (perhaps a network switch has been misconfigured).

• The remote node may have processed your request, but the response has been•
delayed and will be delivered later (perhaps the network or your own machine is
overloaded).

Figure 9-1. If you send a request and don’t get a response, it’s not possible to distinguish 
whether (a) the request was lost, (b) the remote node is down, or (c) the response was 
lost.

The sender can’t even tell whether the packet was delivered. The only option is for 
the recipient to send a response message, which may in turn be lost or delayed. These 
issues are indistinguishable in an asynchronous network; the only information you 
have is that you haven’t received a response yet. If you send a request to another node 
and don’t receive a response, it is impossible to tell why.

The usual way of handling this issue is a timeout: after some time, you give up waiting 
and assume that the response is not going to arrive. However, when a timeout occurs, 
you still don’t know whether the remote node got your request (and if the request is 
still queued somewhere, it may still be delivered to the recipient, even if you’ve given 
up on that possibility).

The Limitations of TCP
Network packets have a maximum size (generally a few kilobytes), but many appli‐
cations need to send messages (requests, responses) that are too big to fit in one 
packet. These applications most often use TCP, the Transmission Control Protocol, to 
establish a connection that breaks large data streams into individual packets and puts 
them back together again on the receiving side.

Most of what we say about TCP applies also to its more recent
alternative, QUIC, as well as the Stream Control Transmission
Protocol (SCTP) used in WebRTC, the BitTorrent uTP protocol,
and other transport protocols. For a comparison to UDP, see “TCP
Versus UDP” on page 74.

68 | Chapter 9: The Trouble with Distributed Systems



TCP is often described as providing “reliable” delivery, in the sense that it detects and
retransmits dropped packets, it detects reordered packets and puts them back in the
correct order, and it detects packet corruption by using a simple checksum. It also
figures out how fast it can send data so that it is transferred as quickly as possible, but
without overloading the network or the receiving node; this is known as congestion
control, flow control, or backpressure [5].

When you “send” data by writing it to a socket, it doesn’t get sent immediately; it’s
placed in a buffer managed by your operating system. When the congestion control
algorithm decides that it has capacity to send a packet, it takes the next packet’s worth
of data from that buffer and passes it to the network interface. The packet passes
through several switches and routers, and eventually the receiving node’s operating
system places the packet’s data in a receive buffer and sends an acknowledgment
packet back to the sender. Only then does the receiving operating system notify the
application that more data has arrived [6].

So, if TCP provides “reliability,” does that mean we no longer need to worry about
networks being unreliable? Unfortunately not. TCP decides that a packet must have
been lost if no acknowledgment arrives within a certain timeout, but it can’t tell
whether it was the outbound packet or the acknowledgment that was lost. Although
it can resend the packet, it can’t guarantee that the new packet will get through
(if the network cable is unplugged, for example, TCP can’t plug it back in for
you). Eventually, after a configurable timeout, it gives up and signals an error to
the application. TCP’s deduplication and retransmission capabilities apply to only a
single connection, so if the application reconnects and retransmits, data could be
duplicated.

If a TCP connection is closed with an error—perhaps because the remote node
crashed or the network was interrupted—you unfortunately have no way of knowing
how much data was actually processed by the remote node [6]. Even if you receive
an acknowledgment that a packet was delivered, this means only that the operating
system kernel on the remote node received it; the application may have crashed
before it handled that data. If you want to be sure that a request was successful, you
need a positive response from the application itself [7].

Nevertheless, TCP is very useful because it provides a convenient way of sending
and receiving messages that are too big to fit in one packet. Once a TCP connection
is established, you can also use it to send multiple requests and responses. This is
usually done by first sending a header that indicates the length of the following
message in bytes, followed by the actual message. HTTP and many RPC protocols
(see Chapter 5) work like this.
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Network Faults in Practice
We have been building computer networks for decades—one might hope that by now
we would have figured out how to make them reliable. Unfortunately, we have not
yet succeeded. Some systematic studies and plenty of anecdotal evidence show that
network problems are surprisingly common, even in controlled environments like a
datacenter operated by one company [8]:

• One study in a medium-sized datacenter found about 12 network faults per•
month, of which half disconnected a single machine and half disconnected an
entire rack [9].

• Another study measured the failure rates of components like top-of-rack•
switches, aggregation switches, and load balancers [10]. It found that adding
redundant networking gear doesn’t reduce faults as much as you might expect,
since it doesn’t guard against human error (e.g., misconfigured switches), which
is a major cause of outages.

• Interruptions of wide-area fiber links have been blamed on cows [11], beavers•
[12], and sharks [13] (though shark bites have become rarer with better shielding
of submarine cables [14]). Humans are also often at fault, via accidental misconfi‐
guration [15], scavenging [16], or sabotage [17].

• Across cloud regions, round-trip times of up to several minutes have been•
observed at high percentiles [18, Table 3]. Even within a single datacenter, packet
delay of more than a minute can occur during a network topology reconfigura‐
tion, triggered by a problem during a software upgrade for a switch [19]. Thus,
we have to assume that messages might be delayed arbitrarily.

• Sometimes communications are partially interrupted, depending on who you’re•
talking to—for example, A and B can communicate, and B and C can communi‐
cate, but A and C cannot [20, 21]. Other surprising faults include a network
interface that sometimes drops all inbound packets but sends outbound packets
successfully [22]. Just because a network link works in one direction doesn’t
guarantee it’s also working in the opposite direction.

• Even a brief network interruption can have repercussions that last for much•
longer than the original issue [8, 20, 23].

Even if network faults are rare in your environment, the fact that faults can occur
means that your software needs to be able to handle them. Whenever any communi‐
cation happens over a network, it may fail—there is no way around it.
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Network partitions

The term network partition, or netsplit, is sometimes used when
one part of the network is cut off from the rest because of a
network fault. However, this is not fundamentally different from
other kinds of network interruption. Network partitions are not
related to sharding of a storage system, which is sometimes also
called partitioning (see Chapter 7).

If the error handling of network faults is not defined and tested, arbitrarily bad things
could happen—for example, the cluster could become deadlocked and permanently
unable to serve requests, even when the network recovers [24], or it could potentially
delete all of your data [25]. If software is put in an unanticipated situation, it may do
arbitrary unexpected things.

Handling network faults doesn’t necessarily mean tolerating them. If your network is
normally fairly reliable, a valid approach may be to simply show an error message
to users while your network is experiencing problems. However, you do need to
know how your software reacts to network problems and ensure that the system can
recover from them. It may make sense to deliberately trigger network problems and
test the system’s response (see “Fault injection” on page 105).

Fault Detection
Many systems need to automatically detect faulty nodes. For example:

• A load balancer needs to stop sending requests to a node that is dead (i.e., take it•
out of rotation).

• In a distributed database with single-leader replication, if the leader fails, one of•
the followers needs to be promoted to be the new leader (see Chapter 6).

Unfortunately, the uncertainty about the network makes it difficult to tell whether a
node is working. In specific circumstances, you might get feedback to explicitly tell
you that something is not working:

• If you can reach the machine on which the node should be running, but no•
process is listening on the destination port (e.g., because the process crashed), the
operating system will helpfully close or refuse TCP connections by sending an
RST or FIN packet in reply.

• If a node process crashed (or was killed by an administrator) but the node’s•
operating system is still running, a script can notify other nodes about the crash
so that another node can take over quickly without having to wait for a timeout
to expire. For example, HBase does this [26].
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• If you have access to the management interface of the network switches in your•
datacenter, you can query them to detect link failures at a hardware level (e.g.,
if the remote machine is powered down). This option is ruled out if you’re
connecting via the internet, if you’re in a shared datacenter with no access to the
switches themselves, or if you can’t reach the management interface because of a
network problem.

• If a router is sure that the IP address you’re trying to connect to is unreachable,•
it may reply to you with an ICMP Destination Unreachable packet. However, the
router doesn’t have a magic failure detection capability either; it is subject to the
same limitations as other participants in the network.

Rapid feedback about a remote node being down is useful, but you can’t count on
it. If something has gone wrong, you may get an error response at some level of the
stack, but in general you have to assume that you will get no response at all. You
can retry a few times, wait for a timeout to elapse, and eventually declare the node
dead if you don’t hear back within the timeout. Since the node could actually be alive,
you need to strike a balance between false positives and false negatives: too short a
timeout causes alive nodes to be incorrectly suspected to be dead, and too long a
timeout causes unnecessary delays waiting for dead nodes. 

Timeouts and Unbounded Delays
If a timeout is the only sure way of detecting a fault, then how long should the
timeout be? There is unfortunately no simple answer.

A long timeout means a long wait until a node is declared dead (and during this
time, users may have to wait or see error messages). A short timeout detects faults
faster but carries a higher risk of incorrectly declaring a node dead when in fact it has
only suffered a temporary slowdown (e.g., because of a load spike on the node or the
network).

Prematurely declaring a node dead is problematic. If the node is actually alive and in
the middle of performing an action (e.g., sending an email), and another node takes
over, the action may end up being performed twice. We will discuss this issue in more
detail in “Knowledge, Truth, and Lies” on page 91 and in Chapters 10 and 12.

When a node is declared dead, its responsibilities need to be transferred to other nodes,
which places additional load on those nodes and the network. If the system is already
struggling with high load, declaring nodes dead prematurely can make the problem
worse. In particular, it could happen that the node actually wasn’t dead but only slow to
respond because of overload; transferring its load to other nodes can cause a cascading
failure (in the extreme case, all nodes declare each other dead, and everything stops
working—see “When an Overloaded System Won’t Recover” on page 38).
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Imagine a fictitious system with a network that guarantees a maximum delay for
packets. Every packet is either delivered within time d or lost, and delivery never
takes longer than d. Furthermore, assume that you can guarantee that a non-failed
node always handles a request within time r. In this case, you could guarantee that
every successful request receives a response within time 2d + r—and if you don’t
receive a response within that time, you know that either the network or the remote
node is not working. If this was true, 2d + r would be a reasonable timeout to use.

Unfortunately, most systems we work with have neither of those guarantees. Asyn‐
chronous networks have unbounded delays (they try to deliver packets as quickly as
possible, but there is no upper limit on the time it may take for a packet to arrive),
and most server implementations cannot guarantee that they can handle requests
within a maximum time (see “Provididng response time guarantees” on page 89). For
failure detection, it’s not sufficient for the system to be fast most of the time: if your
timeout is low, it takes only a transient spike in round-trip times to throw the system
off balance.

Network congestion and queueing
When driving a car, travel times on road networks often vary most because of traffic
congestion. Similarly, the variability of packet delays on computer networks is most
often due to queueing [27]:

• If several nodes simultaneously try to send packets to the same destination, the 
network switch must queue them up and feed them into the destination network 
link one by one (as illustrated in Figure 9-2). On a busy network link, a packet 
may have to wait a while until it can get a slot (this is called network congestion). 
If there is so much incoming data that the switch queue fills up, the packet is 
dropped, so it needs to be resent—even though the network is functioning fine.

• When a packet reaches the destination machine, if all CPU cores or application 
threads are currently busy, the incoming request from the network is queued by 
the operating system until the application is ready to handle it. Depending on the 
load on the machine, this may take an arbitrary length of time [28].

• In virtualized environments, a running operating system is often paused for tens 
of milliseconds while another virtual machine (VM) uses a CPU core. During 
this time, the VM cannot consume any data from the network, so the incoming 
data is queued (buffered) by the VM monitor [29], further increasing the varia‐
bility of network delays.

• As mentioned earlier, to avoid overloading the network, TCP limits the rate at 
which it sends data. This means additional queueing at the sender before the data 
even enters the network.
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Figure 9-2. If several machines send network traffic  to the same destination, its switch 
queue can fill up. Here, ports 1, 2, and 4 are all trying to send packets to port 3.

Moreover, when TCP detects and automatically retransmits a lost packet, the applica‐
tion does not see the packet loss directly but does see the resulting delay (waiting 
for the timeout to expire, and then waiting for the retransmitted packet to be 
acknowledged).

TCP Versus UDP
Some latency-sensitive applications, such as videoconferencing and Voice over IP
(VoIP), use UDP rather than TCP. This choice is a trade-off between reliability and
variability of delays: as UDP does not perform flow control and does not retransmit
lost packets, it avoids some of the reasons for variable network delays (although it is
still susceptible to switch queues and scheduling delays).

UDP is a good choice when delayed data is worthless. For example, in a VoIP phone
call, there probably isn’t enough time to retransmit a lost packet before its data is
due to be played over the speaker. In this case, there’s no point in retransmitting the
packet—the application must instead fill the missing packet’s time slot with silence
(causing a brief interruption in the sound) and move on in the stream. The retry
happens at the human layer instead. (“Could you repeat that please? The sound just
cut out for a moment.”)

Variability of network delays
All these factors contribute to the variability of network delays. Queueing delays have
an especially wide range when a system is close to its maximum capacity. A system
with plenty of spare capacity can easily drain queues, whereas in a highly utilized
system, long queues can build up very quickly.

In public clouds and multitenant datacenters, resources are shared among many cus‐
tomers. The network links and switches, and even each machine’s network interface
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and CPUs (when running on VMs), are shared. Processing large amounts of data
can use the entire capacity of network links (saturate them). Because you have no
control over or insight into other customers’ usage of the shared resources, network
delays can be highly variable if someone near you (a noisy neighbor) is using a lot of
resources [30, 31].

In such environments, you can choose timeouts only experimentally: measure the
distribution of network round-trip times over an extended period, and over many
machines, to determine the expected variability of delays. Then, taking into account
your application’s characteristics, you can determine an appropriate trade-off between
failure detection delay and risk of premature timeouts.

Even better, rather than using configured constant timeouts, systems can continually
measure response times and their variability (jitter) and automatically adjust timeouts
according to the observed response time distribution. The Phi Accrual failure detec‐
tor [32] (which is used, for example, in Akka and Cassandra [33]), is one way of
doing this. TCP retransmission timeouts work similarly [5].

Synchronous Versus Asynchronous Networks
Distributed systems would be a lot simpler if we could rely on the network to deliver
packets with a fixed maximum delay and to not drop packets. Why can’t we solve this
at the hardware level and make the network reliable so that the software doesn’t need
to worry about it?

To answer this question, it’s interesting to compare datacenter networks to the tra‐
ditional fixed-line telephone network (non-cellular, non-VoIP), which is extremely
reliable; delayed audio frames and dropped calls are very rare. A phone call requires
a constantly low end-to-end latency and enough bandwidth to transfer the audio
samples of your voice. Wouldn’t it be nice to have similar reliability and predictability
in computer networks?

When you make a call over the telephone network, it establishes a circuit: a fixed,
guaranteed amount of bandwidth is allocated for the call, along the entire route
between the two callers. This circuit remains in place until the call ends [34]. For
example, an ISDN network runs at a fixed rate of 4,000 frames per second. When a
call is established, it is allocated 16 bits of space within each frame (in each direction).
Thus, for the duration of the call, each side is guaranteed to be able to send exactly 16
bits of audio data every 250 microseconds [35].

This kind of network is synchronous: even as data passes through several routers, it
does not suffer from queueing, because the 16 bits of space for the call have already
been reserved in the next hop of the network. And because there is no queueing, the
maximum end-to-end latency of the network is fixed. We call this a bounded delay.
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Can we not simply make network delays predictable?
Note that a circuit in a telephone network is very different from a TCP connection.
A circuit has a fixed amount of reserved bandwidth that nobody else can use as long
as it is established, whereas the packets of a TCP connection opportunistically use
whatever network bandwidth is available. You can give TCP a variable-sized block
of data (e.g., an email or a web page), and it will try to transfer it in the shortest
time possible. While a TCP connection is idle, it doesn’t use any bandwidth (except
perhaps for an occasional keepalive packet).

If datacenter networks and the internet were circuit-switched networks, it would be
possible to establish a guaranteed maximum round-trip time when a circuit was set
up. However, they are not. Ethernet and IP are packet-switched protocols, which
suffer from queueing and thus unbounded delays in the network. These protocols do
not have the concept of a circuit.

Why do datacenter networks and the internet use packet switching? The answer is
that they are optimized for bursty traffic. A circuit is good for an audio or video
call, which needs to transfer a fairly constant number of bits per second for the
duration of the call. On the other hand, requesting a web page, sending an email, or
transferring a file doesn’t have any particular bandwidth requirement—we just want it
to complete as quickly as possible.

If you wanted to transfer a file over a circuit, you would have to guess a bandwidth
allocation. If you guess too low, the transfer will be unnecessarily slow, leaving
network capacity unused. If you guess too high, the circuit cannot be set up (because
the network cannot allow a circuit to be created if its bandwidth allocation cannot
be guaranteed). By contrast, TCP dynamically adapts the rate of data transfer to the
available network capacity.

Latency and Resource Utilization
More generally, you can think of variable delays as a consequence of dynamic
resource partitioning.

Say you have a wire (or fiber) between two telephone switches that can carry up to
10,000 simultaneous calls. Each circuit that is switched over this wire occupies one of
those call slots. Thus, you can think of the wire as a resource that can be shared by
up to 10,000 simultaneous users. The resource is divided in a static way: even if you’re
the only call on the wire right now, and all other 9,999 slots are unused, your circuit is
still allocated the same fixed amount of bandwidth as when the wire is fully utilized.

By contrast, the internet shares network bandwidth dynamically. Senders push and
jostle with one another to get their packets over the wire as quickly as possible, and
the network switches decide which packet to send (i.e., the bandwidth allocation)
from one moment to the next. This approach has the downside of queueing, but the
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advantage is that it maximizes utilization of the wire. The wire has a fixed cost, so if
you utilize it better, each byte you send over it is cheaper.

A similar situation arises with CPUs. If you share each CPU core dynamically among
several threads, one thread sometimes has to wait in the operating system’s run queue
while another thread is running, so a thread can be paused for varying lengths of time
[36]. However, this utilizes the hardware better than if you allocated a static number
of CPU cycles to each thread (see “Provididng response time guarantees” on page
89). Better hardware utilization is also why cloud platforms run several VMs from
different customers on the same physical machine.

Latency guarantees are achievable in certain environments, if resources are statically
partitioned (e.g., dedicated hardware and exclusive bandwidth allocations). However,
these guarantees come at the cost of reduced utilization—in other words, it is more
expensive. On the other hand, multitenancy with dynamic resource partitioning
provides better utilization, so it is cheaper, but it has the downside of variable delays.

Variable delays in networks are not a law of nature but simply the result of a cost/
benefit trade-off. 

Combining circuit switching and packet switching
There have been some attempts to build hybrid networks that support both circuit
switching and packet switching. Asynchronous Transfer Mode (ATM) was a competi‐
tor to Ethernet in the 1980s, but it didn’t gain much adoption outside of telephone
network core switches. InfiniBand has some similarities [37]: it implements end-to-
end flow control at the link layer, which reduces the need for queueing in the
network, although it can still suffer from delays due to link congestion [38].

With careful use of quality of service (QoS) mechanisms such as prioritization and
scheduling of packets and admission control (rate-limiting senders), it is possible to
emulate circuit switching on packet networks, or to provide statistically bounded
delay [27, 34]. New network algorithms like Low Latency, Low Loss, and Scalable
Throughput (L4S) attempt to mitigate some of the queuing and congestion control
problems both at the client and the router level. Linux’s traffic controller (TC) also
allows applications to reprioritize packets for QoS purposes.

Such QoS mechanisms, however, are not currently enabled in multitenant datacenters
and public clouds, or when communicating via the internet. Currently deployed
technology does not allow us to make any guarantees about delays or reliability of
the network; we have to assume that network congestion, queueing, and unbounded
delays will happen. Consequently, there’s no “correct” value for timeouts—they need
to be determined experimentally.

Peering agreements between internet service providers and the establishment of
routes through the Border Gateway Protocol (BGP) bear a closer resemblance to
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circuit switching than typical IP packet routing does. At this level, it is possible to buy
dedicated bandwidth. That said, internet routing operates at the level of networks, not
individual connections between hosts, and on a much longer timescale.

Unreliable Clocks
Clocks and time are important. Applications depend on clocks in various ways, to
answer questions like the following:

1. Has this request timed out yet?1.
2. What’s the 99th percentile response time of this service?2.
3. How many queries per second did this service handle on average in the last five3.

minutes?
4. How long did the user spend on our site?4.
5. When was this article published?5.
6. At what date and time should the reminder email be sent?6.
7. When does this cache entry expire?7.
8. What is the timestamp on this error message in the log file?8.

Questions 1–4 measure durations (e.g., the time interval between a request being sent
and a response being received), whereas questions 5–8 describe points in time (events
that occur on a particular date, at a particular time).

In a distributed system, time is a tricky business, because communication is not
instantaneous; it takes time for a message to travel across the network from one
machine to another. The time when a message is received is always later than the time
when it is sent, but because of variable delays in the network, we don’t know how
much later. This fact sometimes makes it difficult to determine the order in which
things happened when multiple machines are involved.

Moreover, each machine on the network has its own clock, which is a hardware
device—usually a quartz crystal oscillator. These devices are not perfectly accurate,
so each machine has its own notion of time, which may be slightly faster or slower
than on other machines. It is possible to synchronize clocks to some degree; the most
commonly used mechanism is the Network Time Protocol (NTP), which allows the
computer clock to be adjusted according to the time reported by a group of servers
[39]. The servers in turn get their time from a more accurate time source, such as a
GPS receiver.
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Monotonic Versus Time-of-Day Clocks
Modern computers have at least two kinds of clocks: a time-of-day clock and a
monotonic clock. Although both measure time, it is important to distinguish between
them, since they serve different purposes.

Time-of-day clocks
A time-of-day clock does what you intuitively expect of a clock: it returns the current
date and time according to a calendar (also known as wall-clock time). For example,
clock_gettime(CLOCK_REALTIME) on Linux and System.currentTimeMillis in Java
return the number of seconds (or milliseconds) since the epoch, defined as midnight
UTC on January 1, 1970, according to the Gregorian calendar, not counting leap
seconds. Some systems use other dates as their reference point. (Although the Linux
clock is called real-time, it has nothing to do with real-time operating systems, as
discussed in “Provididng response time guarantees” on page 89.)

Time-of-day clocks are usually synchronized with NTP, which means that a time‐
stamp from one machine (ideally) means the same as a timestamp on another
machine. However, time-of-day clocks also have various oddities, as described in the
next section. In particular, if the local clock is too far ahead of the NTP server, it may
be forcibly reset and appear to jump back to a previous point in time. These jumps, as
well as similar jumps caused by leap seconds, make time-of-day clocks unsuitable for
measuring elapsed time [40].

Time-of-day clocks can also experience jumps due to the start and end of Daylight
Saving Time (DST), although these can be avoided by always using UTC as the time
zone, which does not have DST. Historically, these clocks had quite a coarse-grained
resolution (e.g., moving forward in steps of 10 ms on older Windows systems [41]).
On recent systems, this is less of a problem.

Monotonic clocks
A monotonic clock is suitable for measuring a duration (time interval), such as a time‐
out or a service’s response time; clock_gettime(CLOCK_MONOTONIC) or clock_get
time(CLOCK_BOOTTIME) on Linux [42] and System.nanoTime in Java, for example,
measure time using a monotonic clock. The name comes from the fact that this type
of clock is guaranteed to always move forward (whereas a time-of-day clock may
jump back in time).

You can check the value of a monotonic clock at one point in time, do something, and
then check the clock again at a later time. The difference between the two values tells
you how much time elapsed between the two checks—more like a stopwatch than a
wall clock. However, the absolute value of the clock is meaningless; it might be the
number of nanoseconds since the computer was booted up, or something similarly
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arbitrary. In particular, it makes no sense to compare monotonic clock values from
two computers, because they don’t mean the same thing.

On a server with multiple CPU sockets, there may be a separate timer per CPU,
which is not necessarily synchronized with other CPUs [43]. Operating systems
compensate for any discrepancy and try to present a monotonic view of the clock to
application threads, even as they are scheduled across multiple CPUs. However, it is
wise to take this guarantee of monotonicity with a pinch of salt [44].

NTP may adjust the frequency at which the monotonic clock moves forward (this is
known as slewing the clock) if it detects that the computer’s local quartz is moving
faster or slower than the NTP server. By default, NTP allows the clock rate to be sped
up or slowed down by up to 0.05%, but it cannot cause the monotonic clock to jump
forward or backward. The resolution of monotonic clocks is usually quite good: on
most systems they can measure time intervals in microseconds or less.

In a distributed system, using a monotonic clock for measuring elapsed time (e.g.,
timeouts) is usually fine, because it doesn’t assume any synchronization between
different nodes’ clocks and is not sensitive to slight inaccuracies of measurement.

Clock Synchronization and Accuracy
Monotonic clocks don’t require synchronization, but time-of-day clocks need to be
set according to an NTP server or other external time source in order to be useful.
Unfortunately, our methods for getting a clock to tell the correct time aren’t nearly
as reliable or accurate as you might hope—hardware clocks and NTP can be fickle
beasts. To give just a few examples:

• The quartz clock in a typical computer is not very accurate: it drifts (runs faster•
or slower than it should). Clock drift varies depending on the temperature of the
machine. Google assumes a clock drift of up to 200 ppm (parts per million) for
its servers [45], which is equivalent to a 6 ms drift for a clock that is resynchron‐
ized with a server every 30 seconds, or a 17-second drift for a clock that is
resynchronized once a day. This drift limits the best possible accuracy you can
achieve, even if everything is working correctly.

• If a computer’s clock differs too much from an NTP server, it may refuse to•
synchronize or be forcibly reset [39]. Any applications observing the time before
and after this reset may see time go backward or suddenly jump forward.

• If a node is accidentally firewalled off from NTP servers, the misconfiguration•
may go unnoticed for some time, during which the drift may add up to large
discrepancies between that and other nodes’ clocks. Anecdotal evidence suggests
that this does happen in practice.
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• NTP synchronization can be only as good as the network delay, so its accuracy•
is limited when you’re on a congested network with variable packet delays.
One experiment showed that a minimum error of 35 ms is achievable when
synchronizing over the internet [46], though occasional spikes in network delay
can lead to errors of around a second. Depending on the configuration, large
network delays can cause the NTP client to give up entirely.

• Some NTP servers are wrong or misconfigured, reporting time that is off by•
hours [47, 48]. NTP clients mitigate such errors by querying several servers and
ignoring outliers. Nevertheless, it’s somewhat worrying to bet the correctness of
your systems on the time that you were told by a stranger on the internet.

• Leap seconds result in a minute that is 59 seconds or 61 seconds long, which•
messes up timing assumptions in systems that are not designed with leap seconds
in mind [49]. The fact that leap seconds have crashed many large systems [40,
50] shows how easy it is for incorrect assumptions about clocks to sneak into
a system. The best way of handling leap seconds may be to make NTP servers
“lie,” by performing the leap second adjustment gradually over the course of a
day (this is known as smearing) [51, 52], although actual NTP server behavior
varies in practice [53]. Leap seconds will no longer be used from 2035 on, so this
problem will fortunately go away.

• In VMs, the hardware clock is virtualized, which raises additional challenges for•
applications that need accurate timekeeping [54]. When a CPU core is shared
among VMs, each VM is paused for tens of milliseconds while another VM is
running. From an application’s point of view, this pause manifests itself as the
clock suddenly jumping forward when the VM continues running [29]. An NTP
client running inside the VM does not know when a pause occurs, so it may
report the clock accuracy incorrectly [55].

• If you run software on devices that you don’t fully control (e.g., mobile or•
embedded devices), you probably cannot trust their hardware clocks at all. Some
users deliberately set their device’s hardware clock to an incorrect date and time,
for example, to cheat in games [56]. As a result, the clock might be set to a wildly
inaccurate time.

Achieving very good clock accuracy is possible if you care about it sufficiently to
invest significant resources. For example, the MiFID II European regulation for
financial institutions requires all high-frequency trading funds to synchronize their
clocks to within 100 microseconds of UTC, in order to help debug market anomalies
such as “flash crashes” and to help detect market manipulation [57].

Such accuracy can be achieved with special hardware (GPS receivers and/or atomic
clocks), the Precision Time Protocol (PTP), and careful deployment and monitoring
[58, 59]. Relying on GPS alone can be risky because GPS signals can easily be
jammed. In some locations (e.g., close to military facilities), this happens frequently
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[60]. Some cloud providers have begun offering high-accuracy clock synchronization 
for their virtual machines [61], but clock synchronization still requires a lot of care. 
If your NTP daemon is misconfigured or a firewall is blocking NTP traffic, the clock 
error due to drift can quickly become large. 

Relying on Synchronized Clocks
The problem with clocks is that while they seem simple and easy to use, they have a 
surprising number of pitfalls. A day may not have exactly 86,400 seconds, time-of-day 
clocks may move backward in time, and the time according to one node’s clock may 
be quite different from another node’s clock.

Earlier in this chapter we discussed networks dropping and arbitrarily delaying 
packets. Even though networks are well behaved most of the time, software must 
be designed on the assumption that the network will occasionally be faulty, and the 
software must handle such faults gracefully. The same is true with clocks: although 
they work quite well most of the time, robust software needs to be prepared to deal 
with incorrect clocks.

Part of the problem is that incorrect clocks easily go unnoticed. If a machine’s CPU is 
defective or its network is misconfigured, it most likely won’t work at all, so the issue 
will quickly be spotted and fixed. On the other hand, if its quartz clock is defective or 
its NTP client is misconfigured, most things will seem to work fine, even though its 
clock gradually drifts further and further away from reality. If a piece of software is 
relying on an accurately synchronized clock, the result is more likely to be silent and 
subtle data loss than a dramatic crash [62, 63].

Thus, if you use software that requires synchronized clocks, it is essential that you 
carefully monitor the clock offsets between all the machines in your cluster. Any node 
whose clock drifts too far from the others should be declared dead and removed. 
Such monitoring ensures that you notice the faulty clocks before they can cause too 
much damage.

Timestamps for ordering events
Let’s consider one particular situation in which it is tempting, but dangerous, to rely on 
clocks: ordering of events across multiple nodes [64]. For example, if two clients write 
to a distributed database, who got there first? Which write is the more recent one?

Figure 9-3 illustrates a dangerous use of time-of-day clocks in a database with multi-
leader replication (the example is similar to Figure 6-8). Client A writes x = 1 on node 
1; the write is replicated to node 3; client B increments x on node 3 (we now have 
x = 2); and finally, both writes are replicated to node 2. As this figure shows, when 
a write is replicated to other nodes, it is tagged with a timestamp according to the 
time-of-day clock on the node where the write originated. The clock synchronization
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is very good in this example; the skew between node 1 and node 3 is less than 3 ms, 
which is probably better than you can expect in practice.

Since the increment builds upon the earlier write of x = 1, we might expect that the 
write of x = 2 should have the greater timestamp of the two. Unfortunately, that is not 
what happens in Figure 9-3. The write x = 1 has a timestamp of 42.004 seconds, but 
the write x = 2 has a timestamp of 42.003 seconds. In other words, the write by client 
B is causally later than the write by client A, but B’s write has an earlier timestamp.

Figure 9-3. Relying on timestamps for ordering events can cause problems when time-of-
day clocks are not perfectly synchronized.

As discussed in Chapter 6, one way of resolving conflicts between concurrently 
written values on different nodes is last write wins (LWW), which means keeping the 
write with the greatest timestamp for a given key and discarding all writes with older 
timestamps. In Figure 9-3, when node 2 receives these two events, it will incorrectly 
conclude that x = 1 is the more recent value and drop the write x = 2, so the 
increment is lost.

This problem can be prevented by ensuring that when a value is overwritten, the 
new value always has a higher timestamp than the overwritten value, even if that 
timestamp is ahead of the writer’s local clock. However, that incurs the cost of an 
additional read to find the greatest existing timestamp. Some systems, including 
Cassandra and ScyllaDB, are designed to avoid this additional round trip and simply 
use the client clock’s timestamp along with a LWW policy [62]. This approach has 
some serious problems:

• Database writes can mysteriously disappear. A node with a lagging clock is•
unable to overwrite values previously written by a node with a faster clock
until the clock skew between the nodes has elapsed [63, 65]. This scenario can
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cause arbitrary amounts of data to be silently dropped without any error being
reported to the application.

• LWW cannot distinguish between writes that occurred sequentially in quick
succession (in Figure 9-3, client B’s increment definitely occurs after  client A’s
write) and writes that were truly concurrent (neither writer was aware of the
other). Additional causality tracking mechanisms, such as version vectors, are
needed in order to prevent violations of causality (see Chapter 6).

• Two nodes could independently generate writes with the same timestamp, espe‐
cially when the clock has only millisecond resolution. An additional tiebreaker
value (which can simply be a large random number) is required to resolve such
conflicts, but this approach can also lead to violations of causality [62].

Thus, even though it is tempting to resolve conflicts by keeping the most “recent”
value and discarding others, it is important to be aware that the definition of
“recent” depends on a local time-of-day clock, which may well be incorrect. Even
with tightly NTP-synchronized clocks, you could send a packet at timestamp 100 ms
(according to the sender’s clock) and have it arrive at timestamp 99 ms (according to
the recipient’s clock)—so it appears as though the packet arrived before it was sent,
which is impossible.

Could NTP synchronization be made accurate enough that such incorrect orderings
cannot occur? Probably not, because NTP’s synchronization accuracy is itself limited
by the network round-trip time, in addition to other sources of error such as quartz
drift. To guarantee a correct ordering, you would need the clock error to be signifi‐
cantly lower than the network delay, which is not possible.

So-called logical clocks [66], which are based on incrementing counters rather than an
oscillating quartz crystal, are a safer alternative for ordering events (see Chapter 6).
Logical clocks do not measure the time of day or the number of seconds elapsed, only
the relative ordering of events (whether one event happened before or after another).
In contrast, time-of-day and monotonic clocks, which measure actual elapsed time,
are known as physical clocks. We’ll look at logical clocks in more detail in Chapter 10.

Clock readings with a confidence interval
You may be able to read a machine’s time-of-day clock with microsecond or even
nanosecond resolution. But even if you can get such a fine-grained measurement,
that doesn’t mean the value is actually accurate to such precision. In fact, it most
likely is not. As mentioned previously, the drift in an imprecise quartz clock can
easily be several milliseconds, even if you synchronize with an NTP server on the
local network every minute. With an NTP server on the public internet, the best
possible accuracy is probably to the tens of milliseconds, and the error may easily
spike to over 100 ms with network congestion.
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Thus, it doesn’t make sense to think of a clock reading as a point in time. It is more
like a range of times, within a confidence interval—for example, a system may be 95%
confident that the time now is between 10.3 and 10.5 seconds past the minute, but it
doesn’t know any more precisely than that [67]. If we know only the time +/– 100 ms,
the microsecond digits in the timestamp are essentially meaningless.

The uncertainty bound can be calculated based on your time source. If you have a
GPS receiver or atomic clock directly attached to your computer, the expected error
range is determined by the device and, in the case of GPS, by the quality of the signal
from the satellites. If you’re getting the time from a server, the uncertainty is based on
the expected quartz drift since your last sync with the server, plus the NTP server’s
uncertainty, plus the network round-trip time to the server (to a first approximation,
and assuming you trust the server).

Unfortunately, most systems don’t expose this uncertainty; for example, when you call
clock_gettime, the return value doesn’t tell you the expected error of the timestamp,
so you don’t know whether its confidence interval is five milliseconds or five years.

There are exceptions. The TrueTime API in Google Spanner [45] and Amazon
ClockBound explicitly report the confidence interval on the local clock. When you
ask it for the current time, you get back two values: [earliest, latest], which
are the earliest possible and the latest possible timestamp. Based on its uncertainty
calculations, the clock knows that the actual current time is somewhere within that
interval. The width of the interval depends, among other factors, on how long it has
been since the local quartz clock was last synchronized with a more accurate clock
source. 

Synchronized clocks for global snapshots
In Chapter 8 we discussed multiversion concurrency control (MVCC), which is a
very useful feature in databases that need to support both small, fast read/write
transactions and large, long-running read-only transactions (e.g., for backups or ana‐
lytics). It allows read-only transactions to see a snapshot of the database, a consistent
state at a particular point in time, without locking and interfering with read/write
transactions.

Generally, MVCC requires a monotonically increasing transaction ID. If a write
happened later than the snapshot (i.e., the write has a greater transaction ID than
the snapshot), that write is invisible to the snapshot transaction. On a single-node
database, a simple counter is sufficient for generating transaction IDs.

However, when a database is distributed across many machines, potentially in multi‐
ple datacenters, a global, monotonically increasing transaction ID (across all shards)
is difficult to generate, because it requires coordination. The transaction ID must
reflect causality: if transaction B reads or overwrites a value that was previously writ‐
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ten by transaction A, then B must have a higher transaction ID than A—otherwise,
the snapshot would not be consistent. With lots of small, rapid transactions, creating
transaction IDs in a distributed system becomes an untenable bottleneck. (We will
discuss such ID generators in Chapter 10.)

Can we use the timestamps from synchronized time-of-day clocks as transaction
IDs? If we could get the synchronization good enough, they would have the right
properties because later transactions have a higher timestamp. The problem is the
uncertainty about clock accuracy.

Spanner implements snapshot isolation across datacenters in this way [68, 69]. It uses
the clock’s confidence interval as reported by the TrueTime API and is based on
the following observation: if you have two confidence intervals, each consisting of
an earliest and latest possible timestamp (A = [Aearliest, Alatest] and B = [Bearliest, Blatest]),
and those two intervals do not overlap (i.e., Aearliest < Alatest < Bearliest < Blatest), then B
definitely happened after A—there can be no doubt. Only if the intervals overlap are
we unsure in which order A and B happened.

To ensure that transaction timestamps reflect causality, Spanner deliberately waits for
the length of the confidence interval before committing a read/write transaction. By
doing so, it ensures that any transaction that may read the data is at a sufficiently later
time that their confidence intervals do not overlap. To keep the wait time as short
as possible, Spanner needs to keep the clock uncertainty as small as possible; for this
purpose, Google deploys a GPS receiver or atomic clock in each datacenter, allowing
clocks to be synchronized to within about 7 ms [45].

The atomic clocks and GPS receivers are not strictly necessary in Spanner. The impor‐
tant thing is to have a confidence interval—accurate clock sources only help keep that
interval small. Other systems are beginning to adopt similar approaches—for example,
YugabyteDB can leverage ClockBound when running on AWS [70], and several other
systems now also rely on clock synchronization to various degrees [71, 72]. 

Process Pauses
Let’s consider another example of dangerous clock use in a distributed system. Say
you have a database with a single leader per shard. Only the leader is allowed to
accept writes. How does a node know that it is still leader (that it hasn’t been declared
dead by the others) and that it may safely accept writes?

One option is for the leader to obtain a lease from the other nodes, which is similar to
a lock with a timeout [73]. Only one node can hold the lease at any one time. Thus,
when a node obtains a lease, it knows that it is the leader for a certain amount of time,
until the lease expires. To remain leader, the node must periodically renew the lease
before it expires. If the node fails, it stops renewing the lease, so another node can
take over when it expires.
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You can imagine the request-handling loop looking something like this:

while (true) {
    request = getIncomingRequest();

    // Ensure that the lease always has at least 10 seconds remaining
    if (lease.expiryTimeMillis - System.currentTimeMillis() < 10000) {

lease = lease.renew();
    }

    if (lease.isValid()) {
process(request);

    }
}

What’s wrong with this code? First, it’s relying on synchronized clocks: the expiry
time on the lease is set by a different machine (where the expiry may be calculated as
the current time plus 30 seconds, for example), and it’s being compared to the local
system clock. If the clocks are out of sync by more than a few seconds, the code will
start doing strange things.

Second, even if we change the protocol to use only the local monotonic clock,
there is another problem: the code assumes that very little time passes between the
point that it checks the time (System.currentTimeMillis()) and the time when the
request is processed (process(request)). Normally this code runs very quickly, so
the 10-second buffer is more than enough to ensure that the lease doesn’t expire in
the middle of processing a request.

However, what if an unexpected pause occurs in the execution of the program?
For example, imagine the thread stops for 15 seconds around the line that calls
lease.isValid before finally continuing. In that case, the lease will likely have
expired by the time the request is processed, and another node will already have
taken over as leader. However, there is nothing to tell this thread that it was paused
for so long, so the code won’t notice that the lease has expired until the next iteration
of the loop—by which time it may have already done something unsafe by processing
the request.

Is it reasonable to assume that a thread might be paused for so long? Unfortunately,
yes. There are various reasons this could happen:

• Contention among threads accessing a shared resource, such as a lock or queue,•
can cause threads to spend a lot of their time waiting. Such problems are often
worse on machines with more CPU cores, and contention problems can be
difficult to diagnose [74].

• Many programming language runtimes (such as the JVM) have a garbage collec‐•
tor that occasionally needs to stop all running threads. In the past, such “stop-the-
world” garbage collection pauses would sometimes last for several minutes [75]!
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With modern GC algorithms this is less of a problem, but GC pauses can still be
noticeable (see “Limiting the impact of garbage collection” on page 90).

• In virtualized environments, a VM can be suspended (pausing the execution of•
all processes and saving the contents of memory to disk) and resumed (restoring
the contents of memory and continuing execution). This pause can occur at any
time in a process’s execution and can last for an arbitrary length of time. This
feature is sometimes used for live migration of VMs from one host to another
without a reboot, in which case the length of the pause depends on the rate at
which processes are writing to memory [76].

• On end-user devices such as laptops and phones, execution may also be sus‐•
pended and resumed arbitrarily (e.g., when the user closes the lid of their laptop).

• When the operating system context-switches to another thread, or when the•
hypervisor switches to a different VM (when running in a VM), the currently
running thread can be paused at any arbitrary point in the code. In the case of
a VM, the CPU time spent in other VMs is known as steal time. If the machine
is under heavy load—that is, if a long queue of threads is waiting to run—it may
take some time before the paused thread gets to run again.

• If the application performs synchronous disk access, a thread may be paused•
waiting for a slow disk I/O operation to complete [77]. In many languages, disk
access can happen surprisingly, even if the code doesn’t explicitly mention file
access—for example, the Java classloader lazily loads class files when they are first
used, which could happen at any time in the program execution. I/O pauses and
GC pauses may even conspire to combine their delays [78]. If the disk is actually
a network filesystem or network block device (such as Amazon EBS), the I/O
latency is further subject to the variability of network delays [31].

• If the operating system is configured to allow swapping to disk (paging), a simple•
memory access may result in a page fault that requires a page from disk to be
loaded into memory. The thread is paused while this slow I/O operation takes
place. If memory pressure is high, this may in turn require a different page to be
swapped out to disk. In extreme circumstances, the operating system may spend
most of its time swapping pages in and out of memory and get little actual work
done (this is known as thrashing). To avoid this problem, paging is often disabled
on server machines (if you would rather kill a process to free up memory than
risk thrashing).
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• A Unix process can be paused by sending it the SIGSTOP signal—for example,•
by pressing Ctrl-Z in a shell. This signal immediately stops the process from
getting any more CPU cycles until it is resumed with SIGCONT, at which point it
continues running where it left off. Even if your environment does not normally
use SIGSTOP, it might be sent accidentally by an operations engineer.

All these occurrences can preempt the running thread at any point and resume it
at a later time, without the thread even noticing. The problem is similar to making
multithreaded code on a single machine thread-safe; you can’t assume anything about
timing, because arbitrary context switches and parallelism may occur.

When writing multithreaded code on a single machine, we have fairly good tools for
making it thread-safe: mutexes, semaphores, atomic counters, lock-free data struc‐
tures, blocking queues, and so on. Unfortunately, these tools don’t directly translate
to distributed systems, because a distributed system has no shared memory—only
messages sent over an unreliable network.

A node in a distributed system must assume that its execution can be paused for a
significant length of time at any point, even in the middle of a function. During the
pause, the rest of the world keeps moving and may even declare the paused node
dead because it’s not responding. Eventually, the paused node may continue running,
without even noticing that it was asleep until it checks its clock sometime later. 

Provididng response time guarantees
As we’ve just discussed, in many programming languages and operating systems,
threads and processes may pause for an unbounded amount of time. However, those
reasons for pausing can be eliminated if you try hard enough.

Some software runs in environments where a failure to respond within a specified
time can cause serious damage. Computers that control the movements of aircraft,
rockets, robots, cars, and other physical objects, for example, must respond quickly
and predictably to their sensor inputs. In these so-called hard real-time systems, the
software must respond by a specified deadline; failure to meet the deadline may cause
a failure of the entire system.

In embedded systems, real-time means that a system is carefully
designed and tested to meet specified timing guarantees in all
circumstances. This meaning is in contrast to the more vague use
of the term real-time on the web, where it describes servers pushing
data to clients and stream processing without hard response-time
constraints (see Chapter 12).
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For example, if your car’s onboard sensors detect that you are currently experiencing
a crash, you wouldn’t want the release of the airbag to be delayed because of an
inopportune GC pause in the airbag release system.

Providing real-time guarantees in a system requires support from all levels of the
software stack. A real-time operating system (RTOS) that allows processes to be
scheduled with a guaranteed allocation of CPU time in specified intervals is needed;
library functions must document their worst-case execution times; dynamic memory
allocation may be restricted or disallowed entirely (real-time garbage collectors exist,
but the application must still ensure that it doesn’t give the garbage collector too
much work to do); and an enormous amount of testing and measurement must be
done to ensure that guarantees are being met.

All of this requires a large amount of additional work and severely restricts the
range of programming languages, libraries, and tools that can be used (since most
languages and tools do not provide real-time guarantees). For these reasons, develop‐
ing real-time systems is very expensive, and they are most commonly used in safety-
critical embedded devices. Also, “real-time” is not the same as “high-performance”—
in fact, real-time systems may have lower throughput, since they have to prioritize
timely responses above all else (see “Latency and Resource Utilization” on page 76).

For most server-side data processing systems, real-time guarantees are simply not
economical or appropriate. Consequently, these systems must suffer the pauses and
clock instability that come from operating in a non-real-time environment.

Limiting the impact of garbage collection
Garbage collection used to be one of the biggest reasons for process pauses [79], but
fortunately GC algorithms have improved a lot. A properly tuned collector will now
usually pause processes for no more than a few milliseconds. The Java runtime offers
collectors such as concurrent mark sweep (CMS), garbage-first (G1), the Z garbage
collector (ZGC), Epsilon, and Shenandoah. Each is optimized for different memory
profiles, such as high-frequency object creation, large heaps, and so on. By contrast,
Go offers a simpler concurrent mark and sweep garbage collector that attempts to
optimize itself.

If you need to avoid GC pauses entirely, one option is to use a language that doesn’t
have a garbage collector. For example, Swift uses automatic reference counting to
determine when memory can be freed, while Rust and Mojo track object lifetimes via
the type system so the compiler can determine how long memory must be allocated for.

It’s also possible to use a garbage-collected language while mitigating the impact of
pauses. For example, objects can be stored and reused in pools rather than discarded,
or data can be allocated off-heap. A more extreme approach is to treat GC pauses
like brief planned outages of a node and let other nodes handle requests from clients
while one node is collecting its garbage. If the runtime can warn the application that
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a node soon requires a GC pause, the application can stop sending new requests to
that node, wait for it to finish processing outstanding requests, and then perform the
GC while no requests are in progress. This trick hides GC pauses from clients and
reduces the high percentiles of the response time [80, 81].

A variant of this idea is to use the garbage collector for only short-lived objects
(which are fast to collect) and to restart processes periodically, before they accumulate
enough long-lived objects to require a full GC of long-lived objects [79, 82]. One
node can be restarted at a time, and traffic can be shifted away from the node before
the planned restart, as in a rolling upgrade (see Chapter 5).

These measures cannot fully prevent GC pauses, but they can usefully reduce their
impact on the application. 

Knowledge, Truth, and Lies
So far in this chapter we have explored the ways in which distributed systems are
different from programs running on a single computer. Distributed systems have no
shared memory, only message passing via an unreliable network with variable delays,
and the systems may suffer from partial failures, unreliable clocks, and processing
pauses.

The consequences of these issues are profoundly disorienting if you’re not used to
distributed systems. A node in the network cannot know anything for sure about
other nodes—it can only make guesses based on the messages it receives (or doesn’t
receive). A node can find out another node’s state (what data it has stored, whether
it is correctly functioning, etc.) only by exchanging messages with it. If a remote
node doesn’t respond, there is no way of knowing its state, because problems in the
network cannot reliably be distinguished from problems at a node.

Discussions of these systems border on the philosophical: What do we know to be
true or false in our system? How sure can we be of that knowledge, if the mechanisms
for perception and measurement are unreliable [83]? Should software systems obey
the laws that we expect of the physical world, such as cause and effect?

Fortunately, we don’t need to go as far as figuring out the meaning of life. In a
distributed system, we can state the assumptions we are making about the behavior
(the system model) and design the actual system in such a way that it meets those
assumptions. Algorithms can be proved to function correctly within a certain system
model. This means that reliable behavior is achievable, even if the underlying system
model provides very few guarantees.

However, although it is possible to make software well behaved in an unreliable sys‐
tem model, doing so is not straightforward. In the rest of this chapter we will further
explore the notions of knowledge and truth in distributed systems, which will help us
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think about the kinds of assumptions we can make and the guarantees we may want
to provide. In Chapter 10 we will proceed to look at some examples of distributed
algorithms that provide particular guarantees under particular assumptions.

The Majority Rules
Imagine a network with an asymmetric fault: a node is able to receive all messages
sent to it, but any outgoing messages from that node are dropped or delayed [22].
Even though that node is working perfectly well and is receiving requests from other
nodes, the other nodes cannot hear its responses. After a timeout, the other nodes
declare it dead, because they haven’t heard from the node. The situation unfolds like
a nightmare—the semi-disconnected node is dragged to the graveyard, kicking and
screaming “I’m not dead!”—but since nobody can hear its screaming, the funeral
procession continues with stoic determination.

In a slightly less nightmarish scenario, the semi-disconnected node may notice that
the messages it is sending are not being acknowledged by other nodes and realize that
there must be a fault in the network. Nevertheless, the node is wrongly declared dead
by the other nodes, and it’s unable to do anything about it.

As a third scenario, imagine a node that pauses execution for one minute. During
that time, no requests are processed and no responses are sent. The other nodes
wait, retry, grow impatient, and eventually declare the node dead and load it onto
the hearse. Finally, the pause finishes, and the node’s threads continue as if nothing
had happened. The other nodes are surprised as the supposedly dead node suddenly
raises its head out of the coffin, in full health, and starts cheerfully chatting with
bystanders. At first, the paused node doesn’t even realize that an entire minute has
passed and that it was declared dead—from its perspective, hardly any time has
passed since it was last talking to the other nodes.

The moral of these stories is that a node cannot necessarily trust its own judgment of
a situation. A distributed system cannot exclusively rely on a single node, because a
node may fail at any time, potentially leaving the system stuck and unable to recover.
Instead, many distributed algorithms rely on a quorum (i.e., voting among the nodes;
see Chapter 6): decisions require a minimum number of votes from several nodes in
order to reduce the dependence on any one particular node.

That includes decisions about declaring nodes dead. If a quorum of nodes declares
another node dead, then it must be considered dead, even if that node still very much
feels alive. The individual node must abide by the quorum decision and step down.

Most commonly, the quorum is an absolute majority of more than half the nodes
(although other kinds of quorums are possible). A majority quorum allows the
system to continue working if a minority of nodes are faulty (with three nodes, one
faulty node can be tolerated; with five nodes, two faulty nodes can be tolerated). It
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is also safe, because there can be only one majority in the system—there cannot be
two majorities with conflicting decisions at the same time. We will discuss the use of
quorums in more detail when we get to consensus algorithms in Chapter 10.

Distributed Locks and Leases
Locks and leases in distributed applications are prone to misuse and are a common
source of bugs [84]. Let’s look at one particular case of how they can go wrong.

In “Process Pauses” on page 86 we saw that a lease is a kind of lock that times out and
can be assigned to a new owner if the old owner stops responding (perhaps because
it crashed, it paused for too long, or it was disconnected from the network). You can
use leases when a system requires there to be only one of some thing. For example:

• Only one node is allowed to be the leader for a database shard, to avoid split•
brain (see Chapter 6).

• Only one transaction or client is allowed to update a particular resource or•
object, to prevent it from being corrupted by concurrent writes.

• Only one node should process a given input file to a big processing job, to avoid•
wasted effort due to multiple nodes redundantly doing the same work.

It is worth thinking carefully about what happens if several nodes simultaneously 
believe that they hold the lease, perhaps because of a process pause. In the third 
example, the consequence is only some wasted computational resources, which is not 
a big deal. But in the first two cases, the consequence could be lost or corrupted data, 
which is much more serious.

For example, Figure 9-4 shows a data corruption bug due to an incorrect implemen‐
tation of locking. (The bug is not theoretical; HBase used to have this problem [85, 
86].) Say you want to ensure that a file in a storage service can be accessed by only 
one client at a time, because if multiple clients tried to write to it, the file would 
become corrupted. You try to implement this by requiring a client to obtain a lease 
from a lock service before accessing the file. Such a lock service is often implemented 
using a consensus algorithm, discussed further in Chapter 10.

The problem is an example of what we discussed in “Process Pauses” on page 86. If 
the client holding the lease is paused for too long, its lease expires. Another client can 
then obtain a lease for the same file and start writing to the file. When the paused 
client comes back, it believes (incorrectly) that it still has a valid lease and continues 
writing to the file. We now have a split-brain situation: the clients’ writes clash and 
corrupt the file.
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Figure 9-4. An incorrect implementation of a distributed lock: client 1 believes that it 
still has a valid lease, even though it has expired, and thus corrupts a file  in storage

Figure 9-5 shows a different problem that has similar consequences. In this example 
there is no process pause, only a crash by client 1. Just before client 1 crashes, it sends 
a write request to the storage service, but this request is delayed for a long time in the 
network. (Remember from “Network Faults in Practice” on page 70 that packets can 
sometimes be delayed by a minute or more.) By the time the write request arrives at 
the storage service, client 1’s lease has already timed out, allowing client 2 to acquire it 
and issue a write of its own. The result is corruption similar to that in Figure 9-4.

Figure 9-5. A message from a former leaseholder might be delayed for a long time and 
arrive after another node has taken over the lease.

Fencing off zombies and delayed requests
The term zombie is sometimes used to describe a former leaseholder that has not yet 
found out that it lost the lease and is still acting as if it were the current leaseholder. 
Since we cannot rule out zombies entirely, we have to instead ensure that they can’t 
do any damage in the form of split brain. This is called fencing off the zombie.
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Some systems attempt to fence off zombies by shutting them down—for example, 
by disconnecting them from the network [9], shutting down the VM via the cloud 
provider’s management interface, or even physically powering down the machine 
[87]. This approach is sometimes known as shoot the other node in the head (STO‐
NITH), though we prefer not to use such violent terminology. In any case, it is not 
particularly effective: this approach does not protect against the large network delays 
depicted in Figure 9-5; all the nodes could shut one another down [19]; and by the 
time a zombie has been detected and shut down, it may be too late and data may 
already have been corrupted.

A more robust fencing solution, which protects against both zombies and delayed 
requests, is illustrated in Figure 9-6.

Figure 9-6. Making access to storage safe by allowing writes only in the order of increas‐
ing fencing tokens

Let’s assume that every time the lock service grants a lock or lease, it also returns 
a fencing token, which is a number that increases every time a lock is granted (e.g., 
incremented by the lock service). We can then require that every time a client sends a 
write request to the storage service, it must include its current fencing token.

There are several alternative names for fencing tokens. In Chubby,
Google’s lock service, they are called sequencers [88], and in Kafka
they are called epoch numbers. In consensus algorithms, which
we will discuss in Chapter 10, the ballot number (Paxos) or term
number (Raft) serves a similar purpose.

In Figure 9-6, client 1 acquires the lease with a token of 33, but then it goes into a 
long pause and the lease expires. Client 2 acquires the lease with a token of 34 (the 
number always increases) and sends its write request to the storage service, including 
the token. Later, client 1 comes back to life and sends its write to the storage service, 
including its token value, 33. However, the storage service remembers that it has

Knowledge, Truth, and Lies | 95



already processed a write with a higher token number (34), so it rejects the request 
with token 33. A client that has just acquired the lease must immediately make a write 
to the storage service, and once that write has completed, any zombies are fenced off. 
These operations are similar to the optimistic concurrency control (OCC) technique 
we saw in Chapter 8, except that fencing is permanent, while concurrency control 
failures can be retried.

If ZooKeeper is your lock service, you can use the transaction ID zxid or the node 
version cversion as a fencing token [85]. With etcd, the revision number along with 
the lease ID serves a similar purpose [89]. The FencedLock API in Hazelcast explicitly 
generates a fencing token [90].

This mechanism requires that the storage service has some way of checking whether 
a write is based on an outdated token. Alternatively, it’s sufficient for the service 
to support a write that succeeds only if the object has not been written by another 
client since the current client last read it, similarly to an atomic CAS operation. For 
example, object storage services support such a check; Amazon S3 calls it conditional 
writes, Azure Blob Storage calls it conditional headers, and Google Cloud Storage calls 
it request preconditions.

Fencing with multiple replicas
If your clients need to write to only one storage service that supports conditional 
writes, the lock service is somewhat redundant [91, 92], since the lease assignment 
could have been implemented directly based on that storage service [93]. However, 
once you have a fencing token, you can use it with multiple services or replicas and 
ensure that the old leaseholder is fenced off on all of them.

For example, imagine the storage service is a leaderless replicated key-value store 
with LWW conflict resolution (see Chapter 6). In such a system, the client sends 
writes directly to each replica, and each replica independently decides whether to 
accept a write based on a timestamp assigned by the client.

As illustrated in Figure 9-7, you can put the writer’s fencing token in the most 
significant bits or digits of the timestamp. You can then be sure that any timestamp 
generated by the new leaseholder will be greater than any timestamp from the old 
leaseholder, even if the old leaseholder’s writes happened later.

In Figure 9-7, client 2 has a fencing token of 34, so all its timestamps starting with 
34… are greater than any timestamps starting with 33… that are generated by client 
1. Client 2 writes to a quorum of replicas, but it can’t reach replica 3. This means that
when the zombie client 1 later tries to write, its write may succeed at replica 3 even
though it is ignored by replicas 1 and 2. This is not a problem, since a subsequent
quorum read will prefer the write from client 2 with the greater timestamp, and read
repair or anti-entropy will eventually overwrite the value written by client 1.
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Figure 9-7. Using fencing tokens to protect writes to a leaderless replicated database

As you can see from these examples, it is not safe to assume that only one node is 
holding a lease at any one time. Fortunately, with a bit of care you can use fencing 
tokens to prevent zombies and delayed requests from doing any damage. 

Byzantine Faults
Fencing tokens can detect and block a node that is inadvertently acting in error 
(e.g., because it hasn’t yet found out that its lease has expired). However, if the node 
deliberately wanted to subvert the system’s guarantees, it could easily do so by sending 
messages with a fake fencing token.

In this book we assume that nodes are unreliable but honest. They may be slow or 
never respond (because of a fault), and their state may be outdated (because of a GC 
pause or network delays), but we assume that if a node does respond, it is telling the 
“truth.” To the best of its knowledge, it is playing by the rules of the protocol.

Distributed systems problems become much harder if there is a risk that nodes may 
“lie” (send arbitrary faulty or corrupted responses)—for example, a node might cast 
multiple contradictory votes in the same election. Such behavior is known as a Byzan‐
tine fault, and the problem of reaching consensus in this untrusting environment is 
known as the Byzantine Generals Problem [94].
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The Byzantine Generals Problem
The Byzantine Generals Problem is a generalization of the two generals problem [95],
which imagines two army generals needing to agree on a battle plan. As they have
set up camp at different sites, they can communicate only by messenger, and the
messengers sometimes get delayed or lost (like packets in a network). We will discuss
this problem of consensus in Chapter 10.

In the Byzantine version of the problem, n generals need to agree, and their endeavor
is hampered by traitors in their midst. Most of the generals are loyal and thus send
truthful messages, but the traitors may try to deceive and confuse the others by
sending fake or untrue messages. It is not known in advance who the traitors are.

Byzantium was an ancient Greek city that later became Constantinople, in the place
which is now Istanbul in Turkey. There isn’t any historic evidence that the generals
of Byzantium were any more prone to intrigue and conspiracy than those elsewhere.
Rather, the name is derived from Byzantine in the sense of excessively complicated,
bureaucratic, devious, which was used in politics long before computers [96]. Lamport
wanted to choose a nationality that would not offend any readers, and he was advised
that calling it The Albanian Generals Problem was not such a good idea [97].

Uses of Byzantine fault tolerance
A system is Byzantine fault-tolerant if it continues to operate correctly even if some of
the nodes are malfunctioning and not obeying the protocol, or if malicious attackers
are interfering with the network. This concern is relevant in certain specific circum‐
stances. For example:

• In aerospace environments, the data in a computer’s memory or CPU register•
could become corrupted by radiation, leading it to respond to other nodes in
arbitrarily unpredictable ways. Since a system failure would be very expensive
(e.g., an aircraft crashing and killing everyone on board, or a rocket colliding
with the International Space Station), flight control systems must tolerate Byzan‐
tine faults [98, 99].

• In a system with multiple participating parties, some participants may attempt to•
cheat or defraud others. In such circumstances, it is not safe for a node to simply
trust another node’s messages, since they may be sent with malicious intent.
The consensus mechanisms underlying cryptocurrencies like Bitcoin and other
blockchain-based systems can be considered to be a way of getting mutually
untrusting parties to agree on whether a transaction happened, without relying
on a central authority [100].
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However, in the kinds of systems we discuss in this book, we can usually safely
assume that there are no Byzantine faults. In a datacenter, all the nodes are controlled
by your organization (so they can hopefully be trusted), and radiation levels are
low enough that memory corruption is not a major problem (although datacenters
in orbit are being considered [101]). Multitenant systems have mutually untrusting
tenants, but they are isolated from one another via firewalls, virtualization, and access
control policies, not using Byzantine fault tolerance. Protocols for making systems
Byzantine fault-tolerant are quite expensive [102], and fault-tolerant embedded sys‐
tems rely on support from the hardware level [98]. In most server-side data systems,
the cost of deploying Byzantine fault-tolerant solutions makes them impracticable.

Web applications do need to expect arbitrary and malicious behavior from clients
that are under end-user control, such as web browsers. This is why input validation,
sanitization, and output escaping are so important: to prevent SQL injection and
cross-site scripting, for example. However, we typically don’t use Byzantine fault-
tolerant protocols here, but simply make the server the authority on what client
behavior is and isn’t allowed. In peer-to-peer networks, where there is no such central
authority, Byzantine fault tolerance is more relevant [103, 104].

A bug in the software could be regarded as a Byzantine fault, but if you deploy the
same software to all nodes, then a Byzantine fault-tolerant algorithm cannot save
you. Most Byzantine fault-tolerant algorithms require a supermajority of more than
two-thirds of the nodes to be functioning correctly (e.g., if you have four nodes, at
most one may malfunction). To use this approach against bugs, you would have to
have four independent implementations of the same software and hope that a given
bug appears in only one of the four implementations.

Similarly, it would be appealing if a protocol could protect us from vulnerabilities,
security compromises, and malicious attacks. Unfortunately, this is not realistic
either. In most systems, if an attacker can compromise one node, they can probably
compromise all of them, because the nodes are probably running the same software.
Thus, traditional mechanisms (authentication, access control, encryption, firewalls,
and so on) continue to be the main protection against attackers.

Weak forms of lying
Although we assume that nodes are generally honest, it can be worth adding mech‐
anisms to software that guard against weak forms of “lying”—for example, invalid
messages due to hardware issues, software bugs, and misconfiguration. Such protec‐
tion mechanisms are not full-blown Byzantine fault tolerance, as they would not
withstand a determined adversary, but they are nevertheless simple and pragmatic
steps toward better reliability. For example:

• Network packets do sometimes get corrupted because of hardware issues or bugs•
in operating systems, drivers, routers, etc. Usually, corrupted packets are caught
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by the checksums built into TCP and UDP, but sometimes they evade detection
[105, 106, 107]. Simple measures are usually sufficient protection against such
corruption, such as checksums in the application-level protocol. TLS-encrypted
connections also offer protection against corruption.

• A publicly accessible application must carefully sanitize any user input—for•
example, by escaping certain characters to prevent SQL injection attacks, check‐
ing that a value is within a reasonable range, and limiting the size of strings to
prevent denial of service through large memory allocations. An internal service
behind a firewall may be able to get away with less strict checks on inputs, but
basic checks in protocol parsers are still a good idea [105].

• NTP clients can be configured with multiple server addresses. When synchroniz‐•
ing, the client contacts all of them, estimates their errors, and checks that a
majority of servers agree on a time range. As long as most of the servers are OK,
a misconfigured NTP server that is reporting an incorrect time is detected as an
outlier and is excluded from synchronization [39]. The use of multiple servers
makes NTP more robust than if it uses only a single server.

System Model and Reality
Many algorithms have been designed to solve distributed systems problems—for
example, we will examine solutions for the consensus problem in Chapter 10. In
order to be useful, these algorithms need to tolerate the various faults of distributed
systems that we discussed in this chapter.

Algorithms must be written in a way that does not depend too heavily on the details
of the hardware and software configuration on which they are run. This in turn
requires that we somehow formalize the kinds of faults that we expect to happen in a
system. We do this by defining a system model, which is an abstraction that describes
an algorithm’s assumptions.

With regard to timing assumptions, three system models are in common use:

Synchronous model
The synchronous model assumes bounded network delay, bounded process pau‐
ses, and bounded clock error. This does not imply exactly synchronized clocks or
zero network delay; it just means you know that network delay, pauses, and clock
drift will never exceed a fixed upper bound [108]. The synchronous model is not
a realistic model of most practical systems because (as discussed in this chapter)
unbounded delays and pauses do occur.

Partially synchronous model
Partial synchrony means that a system behaves like a synchronous system most of
the time, but it sometimes exceeds the bounds for network delay, process pauses,
and clock drift [108]. This is a realistic model of many systems. Most of the time,
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networks and processes are quite well behaved—otherwise, we would never be
able to get anything done—but we have to reckon with the fact that any timing
assumptions may be shattered occasionally. When this happens, network delay,
pauses, and clock error may become arbitrarily large.

Asynchronous model
In this model, an algorithm is not allowed to make any timing assumptions—in
fact, it does not even have a clock (so it cannot use timeouts). Some algorithms
can be designed for the asynchronous model, but it is very restrictive.

Besides timing issues, we also have to consider node failures. Some common system
models for nodes are as follows:

Crash-stop faults
In the crash-stop (or fail-stop) model, an algorithm may assume that a node can
fail in only one way—namely, by crashing [109]. The node may suddenly stop
responding at any moment, and thereafter that node is gone forever—it never
comes back.

Crash-recovery faults
In the crash-recovery model, we assume that nodes may crash at any moment,
and perhaps start responding again after an unknown time. Nodes are assumed
to have stable storage (i.e., nonvolatile disk storage) that is preserved across
crashes, while the in-memory state is assumed to be lost.

Degraded performance and partial functionality
In addition to crashing and restarting, nodes may slow down. They may still be
able to respond to health check requests, while being too slow to get any real
work done. For example, a Gigabit network interface could suddenly drop to 1
Kb/s throughput because of a driver bug [110]; a process that is under memory
pressure may spend most of its time performing garbage collection [111]; worn-
out SSDs can have erratic performance; and hardware can be affected by high
temperature, loose connectors, mechanical vibration, power supply problems,
firmware bugs, and more [112]. Such a situation is called a limping node, gray
failure, or fail-slow [113], and it can be even more difficult to deal with than a
cleanly failed node. A related problem occurs when a process stops doing some
of the things it is supposed to do while other aspects continue working—for
example, because a background thread is crashed or deadlocked [114].

Byzantine (arbitrary) faults
Nodes may do absolutely anything, including trying to trick and deceive other
nodes, as described in the previous section.

For modeling real systems, the partially synchronous model with crash-recovery
faults is generally the most useful. It allows for unbounded network delay, process
pauses, and slow nodes. But how do distributed algorithms cope with that model?
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Defining the correctness of an algorithm
To define what it means for an algorithm to be correct, we can describe its properties.
For example, the output of a sorting algorithm has the property that for any two
distinct elements of the output list, the element further to the left is smaller than the
element further to the right. That is simply a formal way of defining what it means for
a list to be sorted—an invariant of a sorted list.

Similarly, we can write down the properties we want of a distributed algorithm to
define what it means to be correct. For example, if we are generating fencing tokens
for a lock (see “Fencing off zombies and delayed requests” on page 94), we may
require the algorithm to have the following properties:

Uniqueness
No two requests for a fencing token return the same value.

Monotonic sequence
If request x returned token tx, and request y returned token ty, and x completed
before y began, then tx < ty.

Availability
A node that requests a fencing token and does not crash eventually receives a
response.

An algorithm is correct in a system model if it always satisfies its properties in all
situations that we assume may occur in that system model. However, if all nodes
crash, or all network delays suddenly become infinitely long, then no algorithm will
be able to get anything done. How can we still make useful guarantees even in a
system model that allows complete failures?

Distinguishing between safety and liveness
To clarify the situation, it is worth distinguishing between two kinds of properties:
safety and liveness. In the example just given, uniqueness and monotonic sequence are
safety properties, but availability is a liveness property.

What distinguishes the two kinds of properties? A giveaway is that liveness properties
often include the word “eventually” in their definition. (And yes, you guessed it—
eventual consistency is a liveness property [115].)

Safety is often informally defined as nothing bad happens, and liveness as something
good eventually happens. However, it’s best to not read too much into those informal
definitions, because “good” and “bad” are value judgments that don’t apply well to
algorithms. The actual definitions of safety and liveness are more precise [116]:

• If a safety property is violated, we can point to the particular point in time that•
it was broken (e.g., if the uniqueness property was violated, we can identify the
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particular operation in which a duplicate fencing token was returned). After a
safety property has been violated, the violation cannot be undone—the damage is
already done.

• A liveness property works the other way around. It may not hold at a certain•
point in time (e.g., a node may have sent a request but not yet received a
response), but there is always hope that it may be satisfied in the future (namely,
by receiving a response).

An advantage of distinguishing between safety and liveness properties is that it helps
us deal with difficult system models. For distributed algorithms, it is common to
require that safety properties always hold, in all possible situations of a system model
[108]. Even if all nodes crash, or the entire network fails, the algorithm must never‐
theless ensure that it does not return a wrong result (i.e., that the safety properties
remain satisfied).

However, with liveness properties we are allowed to make caveats—for example, we
could say that a request needs to receive a response only if a majority of nodes
have not crashed, and only if the network eventually recovers from an outage. The
definition of the partially synchronous model requires that eventually the system
returns to a synchronous state—that is, any period of network interruption lasts only
for a finite duration and is then repaired.

Mapping system models to the real world
Safety and liveness properties and system models are very useful for reasoning
about the correctness of a distributed algorithm. However, when implementing an
algorithm in practice, the messy facts of reality come back to bite you again, and it
becomes clear that the system model is a simplified abstraction of reality.

For example, algorithms in the crash-recovery model generally assume that data
in stable storage survives crashes. However, what happens if the data on disk is
corrupted or wiped out by hardware error or misconfiguration [117]? What happens
if a server has a firmware bug and fails to recognize its hard drives on reboot even
though the drives are correctly attached to the server [118]?

Quorum algorithms (see Chapter 6) rely on a node remembering the data that it
claims to have stored. If a node may suffer from amnesia and forget previously
stored data, that breaks the quorum condition and thus breaks the correctness of the
algorithm. Perhaps a new system model is needed, in which we assume that stable
storage mostly survives crashes but may sometimes be lost. But that model then
becomes harder to reason about.

The theoretical description of an algorithm can declare that certain things are simply
assumed not to happen—and in non-Byzantine systems, we do have to make assump‐
tions about faults that can and cannot happen. However, a real implementation
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may still have to include code to handle the case of something happening that was
assumed to be impossible, even if that handling boils down to printf("Sucks to
be you") and exit(666)—that is, letting a human operator clean up the mess [119].
(This is one difference between computer science and software engineering.)

That is not to say that theoretical, abstract system models are worthless—quite the
opposite. They are incredibly helpful for distilling down the complexity of real sys‐
tems to a manageable set of faults that we can reason about so that we can understand
the problem and try to solve it systematically.

Formal Methods and Randomized Testing
How do we know that an algorithm satisfies the required properties? Because of con‐
currency, partial failures, and network delays, there are a huge number of potential
states. We need to guarantee that the properties hold in every possible state and
ensure that we haven’t forgotten about any edge cases.

One approach is to formally verify an algorithm by describing it mathematically
and using proof techniques to show that it satisfies the required properties in all
situations that the system model allows. Proving an algorithm correct does not mean
its implementation on a real system will necessarily always behave correctly. But it’s
a very good first step, because the theoretical analysis can uncover problems in an
algorithm that might remain hidden for a long time in a real system and that come
to bite you only when your assumptions (e.g., about timing) are defeated by unusual
circumstances.

It is prudent to combine theoretical analysis with empirical testing to verify that
implementations behave as expected. Techniques such as property-based testing,
fuzzing, and deterministic simulation testing use randomization to test a system
in a wide range of situations. Organizations such as Amazon Web Services, Founda‐
tionDB, and TigerBeetle have successfully used a combination of these techniques on
many of their products [120, 121, 122, 123].

Model checking and specification languages
Model checkers are tools that help verify that an algorithm or system behaves as
expected. An algorithm specification is written in a purpose-built language such as
TLA+, Gallina, or FizzBee. These languages make it easier to focus on an algorithm’s
behavior without worrying about code implementation details. Model checkers then
use these models to verify that invariants hold across all of an algorithm’s states by
systematically trying all the things that could happen.

Model checking can’t actually prove that an algorithm’s invariants hold for every
possible state, since most real-world algorithms have an infinite state space. A true
verification of all states would require a formal proof, which can be done, but which
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is typically more difficult than running a model checker. Instead, model checkers
encourage you to reduce the algorithm’s model to an approximation that can be fully
verified, or to limit the execution to an upper bound (e.g., by setting a maximum
number of messages that can be sent). Any bugs that occur only with longer execu‐
tions would then not be found.

Still, model checkers strike a nice balance between ease of use and the ability to find
nonobvious bugs. CockroachDB, TiDB, Kafka, and many other distributed systems
use model specifications to find and fix bugs [124, 125, 126]. For example, using
TLA+, researchers were able to demonstrate the potential for data loss in viewstam‐
ped replication (VR) caused by ambiguity in the prose description of the algorithm
[127].

By design, model checkers don’t run your actual code, but rather a simplified model
that specifies only the core ideas of your protocol. This makes it more tractable to
systematically explore the state space, but it risks that your specification and your
implementation go out of sync with each other [128]. It is possible to check whether
the model and the real implementation have equivalent behavior, but this requires
instrumentation in the real implementation [129].

Fault injection
Many bugs are triggered when machine and network failures occur. Fault injection
is an effective (and sometimes scary) technique that verifies whether a system’s
implementation works as expected when things go wrong. The idea is simple: inject
faults into a running system’s environment and see how it behaves. Faults can be
network failures, machine crashes, disk corruption, paused processes—anything you
can imagine going wrong with a computer.

Fault injection tests are typically run in an environment that closely resembles the
production environment where the system will run. Some even inject faults directly
into their production environment. Netflix popularized this approach with its Chaos
Monkey tool [130]. Production fault injection is often referred to as chaos engineering,
which we discussed in “Reliability and Fault Tolerance” on page 43.

To run fault injection tests, the system under test is first deployed along with fault
injection coordinators and scripts. Coordinators are responsible for deciding what
faults to execute and when to execute them. Local or remote scripts are responsible
for injecting failures into individual nodes or processes. Injection scripts use many
tools to trigger faults. A Linux process can be paused or killed using Linux’s kill
command, a disk can be unmounted with umount, and network connections can be
disrupted through firewall settings. You can inspect system behavior during and after
faults are injected to make sure things work as expected.
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The myriad of tools required to trigger failures make fault injection tests cumbersome
to write. It’s common to adopt a fault injection framework like Jepsen to run fault
injection tests to simplify the process. Such frameworks come with integrations for
various operating systems and many prebuilt fault injectors [131]. Jepsen has been
remarkably effective at finding critical bugs in many widely used systems [132, 133].

Deterministic simulation testing
Another formalization technique, which has become a popular complement to model
checking and fault injection, is deterministic simulation testing (DST). It uses a similar
state space exploration process to a model checker, but it tests your actual code, not a
model.

In DST, a simulation automatically runs through a large number of randomized
executions of the system. Network communication, I/O, and clock timing during the
simulation are all replaced with mocks that allow the simulator to control the exact
order in which things happen, including various timings and failure scenarios. This
allows the simulator to explore many more situations than handwritten tests or fault
injection could. If a test fails, it can be rerun since the simulator knows the exact
order of operations that triggered the failure—in contrast to fault injection, which
does not have such fine-grained control over the system.

DST requires the simulator to be able to control all sources of nondeterminism, such
as network delays or thread scheduling in multithreaded code. One of three strategies
is generally adopted to make code deterministic:

Application-level
Some systems are built from the ground up to make it easy to execute code
deterministically. For example, FoundationDB, one of the pioneers in the DST
space, is built using an asynchronous communication library called Flow. Flow
provides a point for developers to inject a deterministic network simulation into
the system [134]. Similarly, TigerBeetle is an OLTP database with first-class DST
support. The system’s state is modeled as a state machine, with all mutations
occurring within a single event loop. When combined with mock deterministic
primitives such as clocks, such an architecture is able to run deterministically
[135].

Runtime-level
Languages with asynchronous runtimes and commonly used libraries provide an
insertion point to introduce determinism. A single-threaded runtime is used to
force all asynchronous code to run sequentially. FrostDB, for example, patches
Go’s runtime to execute goroutines sequentially [136]. Rust’s MadSim library
works in a similar manner. It provides deterministic implementations of Tokio’s
asynchronous runtime API, Amazon’s S3 library, Kafka’s Rust library, and many
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others; applications can swap in deterministic libraries and runtimes to get deter‐
ministic test executions without changing their code.

Machine-level
Rather than patching code at runtime, an entire machine can be made determin‐
istic. This is a delicate process that requires a machine to respond to all normally
nondeterministic calls with deterministic responses. Tools such as Antithesis do
this by building a custom hypervisor that replaces normally nondeterministic
operations with deterministic ones. Everything from clocks to network and stor‐
age needs to be accounted for. Once that’s done, though, developers can run their
entire distributed system in a collection of containers within the hypervisor and
get a completely deterministic distributed system.

DST provides several advantages beyond replayability. For example, Antithesis
attempts to explore many paths in application code by branching a test execution
into multiple subexecutions when it discovers less common behavior. And because
deterministic tests often use mocked clocks and network calls, such tests can run
faster than wall clock time. TigerBeetle’s time abstraction, for instance, allows simula‐
tions to simulate network latency and timeouts without actually taking the full length
of time to trigger the timeout. Such techniques allow the simulator to explore more
code paths faster. 

The Power of Determinism
Nondeterminism is at the core of all the distributed systems challenges we discussed
in this chapter: concurrency, network delay, process pauses, clock jumps, and crashes
all happen in unpredictable ways that vary from one run of a system to the next.
Conversely, if you can make a system deterministic, that can hugely simplify things.

In fact, making things deterministic is a simple but powerful idea that arises again
and again in distributed system design. Besides deterministic simulation testing, we
have seen several ways of using determinism over the past chapters:

• A key advantage of event sourcing (see Chapter 3) is that you can deterministi‐•
cally replay a log of events to reconstruct derived materialized views.

• Workflow engines (see Chapter 5) rely on workflow definitions being determinis‐•
tic to provide durable execution semantics.

• State machine replication, which we will discuss in Chapter 10, replicates data by•
independently executing the same sequence of deterministic transactions on each
replica. We have already seen two variants of that idea: statement-based replica‐
tion (see Chapter 6) and serial transaction execution using stored procedures (see
Chapter 8).

Knowledge, Truth, and Lies | 107



However, making code fully deterministic requires care. Even once you have removed
all concurrency and replaced I/O, network communication, clocks, and random
number generators with deterministic simulations, elements of nondeterminism may
remain. For example, in some programming languages, the order in which you iterate
over the elements of a hash table may be nondeterministic. Whether you run into a
resource limit (memory allocation failure, stack overflow) is also nondeterministic.

Summary
In this chapter we have discussed a wide range of problems that can occur in dis‐
tributed systems. For example:

• Whenever you try to send a packet over the network, it may be lost or arbitrarily•
delayed. Likewise, the reply may be lost or delayed, so if you don’t get a reply, you
have no idea whether the message got through.

• A node’s clock may be significantly out of sync with other nodes (despite your•
best efforts to set up NTP), it may suddenly jump forward or back in time, and
relying on it is dangerous because you most likely don’t have a good measure of
your clock’s confidence interval.

• A process may pause for a substantial amount of time at any point in its execu‐•
tion, be declared dead by other nodes, and then come back to life again without
realizing that it was paused.

The fact that such partial failures can occur is the defining characteristic of dis‐
tributed systems. Whenever software tries to do anything involving other nodes,
there is the possibility that it may occasionally fail, or randomly go slow, or not
respond at all (and eventually time out). In distributed systems, we try to build
tolerance of partial failures into software so that the system as a whole may continue
functioning even when some of its constituent parts are broken.

To tolerate faults, the first step is to detect them, but even that is hard. Most systems
don’t have an accurate mechanism for detecting whether a node has failed, so most
distributed algorithms rely on timeouts to determine whether a remote node is still
available. However, timeouts can’t distinguish between network and node failures,
and variable network delay sometimes causes a node to be falsely suspected of crash‐
ing. Handling limping nodes, which are responding but are too slow to do anything
useful, is even harder.

Once a fault is detected, making a system tolerate it is not easy either; there is no
global variable, no shared memory, no common knowledge or any other kind of
shared state between the machines [83]. Nodes can’t even agree on what time it is,
let alone on anything more profound. The only way information can flow from one
node to another is by sending it over the unreliable network. Major decisions cannot
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be safely made by a single node, so we require protocols that enlist help from other
nodes and try to get a quorum to agree.

If you’re used to writing software in the idealized mathematical perfection of a single
computer, where the same operation always deterministically returns the same result,
then moving to the messy physical reality of distributed systems can be a bit of a
shock. Conversely, distributed systems engineers will often regard a problem as trivial
if it can be solved on a single computer [4], and indeed a single computer can do a lot
nowadays. If you can avoid opening Pandora’s box and simply keep things on a single
machine–for example, by using an embedded storage engine (see Chapter 4)—it is
generally worth doing so.

However, as discussed in “Distributed Versus Single-Node Systems” on page 19, scal‐
ability is not the only reason for wanting to use a distributed system. Fault tolerance
and low latency (by placing data geographically close to users) are equally important
goals, and they cannot be achieved with a single node. The power of distributed
systems is that in principle, they can run forever without being interrupted at the
service level, because all faults and maintenance can be handled at the node level. (In
practice, if a bad configuration change is rolled out to all nodes, that will still bring a
distributed system to its knees.)

In this chapter we also went on some tangents to explore whether the unreliability of
networks, clocks, and processes is an inevitable law of nature. We saw that it isn’t: it is
possible to give hard real-time response guarantees and bounded delays in networks,
but doing so is very expensive and results in lower utilization of hardware resources.
Most non-safety-critical systems choose cheap and unreliable over expensive and
reliable.

This chapter has been all about problems, and it has presented us a bleak outlook.
We gain a lot by using extensively tested, production-grade distributed systems that
manage these problems. In the next chapter we will move on to solutions and discuss
some algorithms such systems employ to cope with these issues. 
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